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1 Introduction

Like in most domains of computer science, the field of protocol engineering
investigates the use of component based software engineering and its reusability.

On the other hand there are well founded test methods that guarantee the
correctness of a protocol. These test methods are applied to a whole system.
Thus, some components are tested multiple times when existing code is reused.

The C-Method [8] was developed to overcome the superfluous testing of a
reused component. To achieve this goal, the C-Method first tests the component
by a known test method, like the UIOv-method [10]. If the component is tested
successfully, the composed system is tested by constructing test suites that are
optimized to only test the inter-component behaviour.

The C-Method should save significant testing effort because the effort to
verify the overall protocol increases exponentially with the number of possible
states. With the approach of the C-Method, only single components and the
glue code are tested. To be efficient, the component tests and the construction
of the test suites and verification of the glue code must require less effort than
to verify the composite system.

If a new protocol is constructed by reusing components that were already
tested in another protocol, we simply integrate the test along with the compo-
nent in the code base and thus reuse not only the component but also the test
suite itself.

This project thesis is primarily concerned with the C-Method and looks
further into the process that constructs the test suites. In particular, a tool is
implemented to construct the test suites, and several case studies are performed.



2 C-Method

We assume that protocols are specified using finite state machines (Fsm). Fur-
thermore, an individual component consisting of an FSM and its implementa-
tion is correct if the code exposes the same behaviour as the FSM. Since the
implementation is a black box, the most important criterion is the input- and
output-alphabet of the FSM.

In the following, we consider only testing methods relying on protocols spec-
ified as FSMs.

2.1 Fundamentals and Graph Algorithms
We use the standard definition of the FsMm, but a different notation:
Definition 1 A finite state machine (F'SM) M is a tuple (S,I,0, s, Ae) with:

e S is a finite set of states.
e [ is a finite input alphabet.

e O is a finite output alphabet.

so € S is the initial state.

Ae €8 X I xO XS defines the transitions of M.

An FSM is completely specified, if for each state and each input, a transition
is defined. This is not necessary for the C-Method but for most of the testing
methods which are used in combination with the C-Method. One possibility is
to amend the FSM by introducing a transition, in each state, that leads to an
error state with an error output, for every possible input.

Definition 2 A completely specified finite state machine (csF'SM) N = (S,1,0,, s, \)
is derived from a FSM M = (S,1,0,so,Ae) as follows:

e S 1,50 asin M.

O, =0 U {e}, where e ¢ O is called error output.

e A= )\ U\; is the transition relation of N. Tuples of A are called transi-
tions of N.

Ae defines the explicit transitions of N.

Ai={(s,i,6,5) € SXIXxO.xS|=Fo€0,s €85:(s,4,0,8) €A} defines
the implicit transitions of N.



Step 1: Start the construction of H(s) with its root node n,, labeled with s.

Step 2: Assume H(s) has been constructed up to level k, k > 1. Then level k + 1
is built by examining the nodes of level k:

Step 2.1: A node n of level k is terminated, if its label is identical to the label
of a node on level j, where 1 < j < k, or if it is identical to so.

Step 2.2: Otherwise, let s denote the label of node n. Then, for all transitions
(s,z,y,s"), attach a branch and successor node to the current node
labeled x/y and s’, respectively.

Step 3: Prune the resulting tree by successively removing all leaf nodes that have
a label s # sg, and the corresponding edges.

Table 1: Construction of a homing tree H(s)

In the following, the transition \; with error output e is omitted for readability
reasons.

For the communication of the csF'SMs we assume an asynchronous reliable
medium. The FSMs communicate via exchange of messages, which are collected
in an ordered input queue, respectively, for each FsM. Often the messages are
also referred to as signals and are modeled as input and output of the finite
state machine transitions.

The FsM is represented as a labeled directed graph, where states correspond
to nodes, and transitions correspond to edges labeled with input and output.

Definition 3 A labeled directed graph G is a tuple (V, L, E), consisting of a
set of nodes V', a set of labels L, and a relation E C V x V x L, defining the
directed edges of the graph. A path is a non-empty sequence of consecutive edges.
A tour is a path that starts and ends at the same node. It is called minimal if
no edge is contained more than once in the tour. An initial tour is a tour that
starts and ends at the initial node. A directed graph G is strongly connected if
for each pair of nodes (v,v'), there is a path from v to v', with v # v'.

Definition 4 Given a ¢sF'SM N = (S,1,0.,s0,\) and a state s € S, where
the underlying graph is strongly connected, a homing tree H(s) is a minimal
tree that covers all cycle-free paths of N leading from s to the initial state sq.

The underlying graph of a directed graph is the graph where all directed edges
have been replaced with undirected edges. The method to construct homing
trees is described in Table 1 and an example is shown in Figure 1.

Definition 5 Let N = (S,1,0,, so, ) be a csFSM with the underlying graph
G, where G is strongly connected. An initial tour coverage tree T' is a tree
containing all minimal initial tours such that every edge is covered at least once
and no tour is contained as a prefiz or a suffiz of another tour in the set.

The method to construct an initial tour coverage tree is described in Table 2
and an example is shown in Figure 2.
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Figure 1: Homing trees example

In order to use the C-Method we assume that the FsMs are at least able to
synchronize in their initial states. Two FSMs are synchronized in their initial
state if one FSM reaches its initial state and the second FSM reaches its initial
state by processing the messages in its input queue without any further inter-
action. The original C-Method refers it suffices to consider the initial tours of
both FSMs and to check if there is a matching tour of the other FsM. We will see
later that it is necessary to consider matches of concatenations of initial tours,
but the argument is the same.

Definition 6 A test case tc is a non-empty sequence of inputs iy -is -+ ...+ iy.
A test suite ts is a non-empty set of test cases tcy,tco, ..., tcy,. An augmented
test case atc is defined as a non-empty sequence of tranisitions (also called test
elements) i1/01 +ia/02 ... in/on. An augmented test suite ats is a non-empty
set of augmented test cases atcy,atcs, ..., atcy,.

2.2  Original C-Method

The original C-Method is the method in Table 3 which is taken from [8].

There are several foci on how to test composed systems. Most assume dif-
ferent preconditions and composition scenarios. The idea of the C-Method is to
verify a composed system assuming that the components have already been ver-
ified and are correct. Furthermore, the communication medium is assumed to
be lossless and to preserve the signal order. Thus, we generate test suites from



Step 1: For each state s of N, construct a homing tree H(s).

Step 2: Start the construction of T" with the root node n,., labeled with the initial
state sg of N. This is level 1 of T

Step 3: Assume that T" has been constructed up to level k, k > 1. Then level k41
is built by examining the nodes of level k:

Step 3.1: A node n of level k is terminated, if its label is identical to the label
of a node on level j, where 1 < j < k.

Step 3.2: Otherwise, let s denote the label of node n. Then, for all transitions
(s,z,y,s ), attach a branch and successor node to the current node
labeled z/y and s , respectively.

Step 4: To each leaf node n, attach the homing tree H(s) by merging the root

node of H(s) with n, where s denotes the label of n.

Table 2: Construction of the initial tour coverage tree T’
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Figure 2: Initial tour coverage tree example



PEy, PE>;

) )

PE; PEs,

PE; » PE;»

PE; > PE, 5

) 3

medium

Figure 3: Concurrent composition of protocol entities

the components’ interactions and reduce those to the input- and output-signals
from and to the environment, which we can observe and control. If those test
cases are executed on the composed system and if another output-sequence is
detected than the one stated by the given test case we can assume that the glue
code is defective, because all the components have already been verified.

In order for the FSMs to communicate, we need composition rules. In the
C-Method, we use concurrent composition to compose two FSMs. Another type
of composition would be sequential composition which is often used in general
component-based software systems. For the specification, concurrent composi-
tion is expressed by the composition operator ||, which is replaced by glue code
in the implementation.

Put differently: Let N7 and Ns be the specifications of two components, and
I and I be their implementations, where I; and I, satisfy their specifications
N1 and Nj, respectively. Then, derive a minimal test suite that is sufficient
to check whether the system I consisting of Iy, I, and glue code satisfies the
specification Ni||Na.

Protocols are often structured as layers of different protocol entity blocks.
The concurrent composition can be applied to any two neighboring blocks. The
blocks can be local or remote. For example, we may compose protocol entities
PE;; and PE 5 as well as PE; o and PE3 o concurrently (Fig. 3). The glue
code may consist of internal data structure and methods or an entire logical
communication medium. The C-Method can also be applied recursively. An

example would be to compose the protocol entities given by the composition of
PE; and PE; 5 as well as PE,; and PEj5 5.

Definition 7 Let Nl = (Sl,Il, 01, 50,15 )\1) and NQ = (SQ, IQ, 02, 50,2, )\2) be a
esFSMs. Let OI1 o = O1 N I2(0Iz1 = O2 N I7) be the set of signals exchanged
between N1 and N (No and Ny).Signals in Ol 2 and Ol are called internal
signals. The concurrent composition of N1 and Na, denoted Ni||Na, is defined
by the derived state machine Q = (S, 1,0, sg, \) with:

e S =951 xI1" xSy x Iy" is the set of states.



I=(I1\OIy1)U (I2\ Ol 2) is the (finite) input alphabet.
O = (01 \ OI12)U(0O2\ Ols1) is the (finite) output alphabet.

o s =(s01,<>,502,<>) is the initial state, consisting of the initial states
of N1 and Ny and the initial states of the input queues associated with Ny
and Ny, respectively.

e A C S xIxO xS is the transition relation of Q. Tuples of A are called
transitions of Q. A is derived from A1 and Ao as follows:

(s,i,0,8") € X with s = (s1,q1, 82,q2) and s’ = (s},q}, sh,q5) iff

(3(s1,4,0,87) € M\ = (@ =< i >N ¢4 A(¢h = if o € Ol 5 then
@ < 0> else g2) Nsy=sb)) V

(F(s2,7,0,85) € Ao : (g2 =< i >N ¢4 A (¢, = if o € Oly; then
@l < o> else q1) Nsp =s)))

Where < a >N< b >=< a,b > is the concatenation of two sets.

It is possible to compose all kinds of csF'SMs. Depending on the intended
global behaviour, this is not always meaningful. However, some general compo-
sition criteria can be stated:

CC: Internal signals of either machine are eventually consumed by the other
machine in an explicit transition, i.e. the composed system is free of in-
ternal unspecified receptions. This excludes transitions that have been
added to obtain a completely specified state machine, i.e., implicit transi-
tions yielding an error output (see Def. 2).

CC5: The composed system is free of internal deadlocks. Since it is assumed
that external signals can be produced in any order, this again restricts the
internal interaction only.

Definition 8 Let ¢ be a queue with ¢ =< e,q¢' > V <>, where e is the head
element of the queue. An ordered input queue is a queue associated with a
FSM Ny = (S,1,0,s0,Ac)(Def. 1). The order of the elements in the queue
N, =< i1y...,0n >, i1,...,0n € I cannot be changed. At runtime, the head of
the queue (i1) is the next element that is processed by the FSM.

One of the preconditions of the C-Method is a perfect medium, so no ex-
changed messages are lost or reordered. Furthermore the transmission needs no
time. A system P of interacting FSM Ny, ..., N,, is defined at runtime through
the definition of a FsM(Def. 1) and an ordered input queue associated with each
FSM. The current state s of a running FSM N; € Ny,..., N, is described as
Ni(S).

We have undefined reception, 3s € S, if N(s)Aqny =< i1,...,0p >,91,...,0n €
I = H(s,i1,01,8) € Ae.

We have a deadlock, A FSM N; is in a deadlock if 3s € § with s # sp A
gn, =<>. A system P of interacting FSM Ni,...,N,, is in a deadlock, if
Ni,...,N,, is in a deadlock.



Definition 9 Unspecified reception for two FSM:

I(s1,<iy,....0p5, >,82,<ii,...,i5, >) € Sp:

ny

>)77;1a017 (s/h <

2

ﬁ((ﬂsll € 51,301 € OILQ : ((81,< i%“'wi}n >,89,< Z%,,ZTQL

iy il > sy, < 2,12, >) e/\E>

n2

\/(38/2 € 59,305 € 012)1 : ((81,< i%""’i}H >,82,< 7;%,...,2'2

n2

>)ai1701a(817<
i, ik >, 80, < 13,12 >)) € AE)>

with:

SE set of possible states, i.e. there is a path from sy to every s € Sg

Sgp:={se€S|3(er,...,en) EPy:3 €Sicl,oeO:e,=(5,i0,9)}
and Py is the set of all possible path in N :

Py = {(e1,...,en) € X|(Fi € I[,F0 € 0,38’ € S : e; = (80,4,0,8)) A
(Vkel,....k—1:¢elk] =¢; +1[1])}

Definition 10 Deadlock for two FSM:
A(s1,<>,892,<>) € Sp: (s1# 80 € S1 ANsy# sy € Sa)

ﬂ((sb <>, 82, <>)7i17017 (Sl17 <>,82,< Z% >))\/((31, <>, 82, <>)7i27025 (317 <
il >, 82, <>))

The tools check for unspecified reception and deadlock using the reachability
analysis.

Fault model

In protocol engineering, the usual fault model assumes that the implementation
I is a mutant of its specification S. The mutant may have a different output on
a transition, which is called an output fault. It can also have transitions that
end in different states than anticipated, which is called a transfer fault.

Most of the methods to test the components derive an input sequence from
its specification and apply it to the implementation. If the given output does
not match the output of the implementation, a fault is detected. Depending on
the method, one can get more or less detailed information about the nature of
the fault and where it occurred. In the following, we assume that a test method
detects all output- and transfer-faults of a given component specified as FSM.
Those test methods can also be applied to the composed system as long as the
composition itself can be represented as an FSM. However the state set of the
global state machine tends to become very large, and as such it can consume
a huge amount of computational resources. It also leads to lengthy test cases.
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One of the goals of the C-Method is to avoid these drawbacks. We want to
consider the structural aspect of the composition and thus introduce two new
fault categories:

The component fault, where the implementation of a component does not
satisfy its specification.

The composition fault, where the glue code does not satisfy its specification
in the given context.

The C-Method is a classical test method. We derive test cases from the
interacting components and apply those sequences to the implementation. Be-
forehand all the components have been tested successfully. So if an error is
detected it can be categorized as a composition fault.

In order to produce a minimal test suite that can be executed realistically
we make the following assumptions:

e Whenever I; and Is are both in their initial states, the glue code is in a
determined state w.r.t. I; and Is.

e The behaviour of the glue code is deterministic w.r.t. I; and I5.

e If the glue code interacts with other components, this has no effect on its
behaviour towards I; and Is.

e The glue code is not creating messages for I; or Is.

The first assumption limits the maximum length of test suites to the set of all
initial tours, i.e., paths that start and end in the initial state. All assumptions
together ensure that a finite number of test cases is sufficient.

Notations

Definition 11 Let atc; and atey be augmented test cases (sequence of transi-
tions) of deterministic csF'SMs Ny and Ny that communicate via a common
channel ch with sets OI; o and Ol of internal signals. The concurrent compo-
sition of atci and atcs, denoted ate: ||ates, is one path atey o of the tree obtained
by sequencing the test elements in atcy and atcy according to the following or-
dering constraints:

e The order of the test elements of atcy and atcy is preserved.

o A test element of atey (atcs) triggered by an internal signal is constrained
by the corresponding test element in atcy (atcy) that produces this internal
signal.

e The order of the output is preserved.

Definition 12 The concurrent composition of two augmented test cases is called
complete, iff all their test elements are included, and the input queues of the
corresponding csF'SM will be empty after their execution. Otherwise, it is called
incomplete.

11



Example

A step by step analysis of the original C-Method from Table 3.

1. First of all, the single components need to be tested. (Step 1)
2. Remove unnecessary transitions, i.e. the error transitions. (Step 2.1)

3. The augmented test cases derived from the components form the basis to
construct a test suite that verifies the correctness of the composition. We
construct an initial tour coverage tree (table 2) of each component. From
the initial tour coverage tree we take the maximal paths (each path from
the root to a leaf node) which are the augmented test suites (Step 2.2)

4. Then the augmented test suites are reduced to the minimal necessary
elements. (Step 2.3, 2.4, 2.5)

5. Now we construct the concurrent augmented test suite following Def. 11.
(Step 2.6)

6. Check the composition criteria 9, i.e. and whether if there is a matching
test case for every test case in the augmented test suite. (Step 2.7)

7. Reduce the augmented test cases. (Step 2.8)

8. Finally apply the resulted test cases to the implementation and check the
resulting output. (Step 2.9)

12



Step 1: Test the implementations I; and Is of components N and Ns.

Step 1.1:
Step 1.2:
Step 1.3:

Select a test method (e.g., DS [], UIOv [10], WP []).
Derive the test suites for N; and Ns.

Execute the tests. If all tests are successful, continue with Step 2. If
not, correct the faults and repeat Step 1.

Step 2: Test the implementation of the concurrent composition of Ny and N.

Step 2.1:

Step 2.2:

Step 2.3:

Step 2.4:

Step 2.5:

Step 2.6:

Step 2.7:

Step 2.8:

Step 2.9:

Remove all transitions of N7 and N5 that yield an error output. These
transitions have already been tested during component testing, and
need not be tested again.

Build the initial tour coverage trees for N; and Ny, and determine
all maximal path, i.e., all paths that start at the root node and end
at a leaf node, constituting augmented test suites ATS; and ATS,.

From the augmented test suites ATS; (ATS3), remove all internally
triggered test cases, i.e., those test cases that are triggered by Na
(N1).

From the augmented test cases, remove all local tours, i.e.,
(sub)sequences of test case elements that (1) start and end in the
same state, and (2) contain only external inputs and outputs. They
have already been checked during component testing, and need not
be tested again.

Remove the maximum suffix that does not contain an interaction
with the other component. These test elements have been checked
already.

For each test case ATC; ; of the augmented test suite ATS; after Step
2.5, find an augmented test case ATCy; of Ny from Step 2.2 such
that ATCy ; H ATCg ; is complete, and determine ATC; 5 ; = ATCy ; ||
ATCy j, yielding the concurrent augmented test suite ATS; 2. Analo-
gously for each test case ATCy ; of ATSs.

Based on ATS;, ATSg, and ATS; 2, check whether N; and N meet the
composition criteria CCy; and CCy, i.e., whether for each test case
ATS; (ATS3), there is a matching test case of No (N7). Yes: Continue
with Step 2.8; No: Stop.

For each test case in ATS; »: Merge adjacent test case elements in case
where (1) the internal output of the first matches the internal input
of the second, and (2) the output is the only signal in the queue after
being sent. Replace internal inputs and outputs by “-”, and remove
test case elements “-/-".

Execute the test.

Table 3: The original C-Method
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Figure 4: The control flow for two FSMs

3 Tool Support

We implemented a tool-set that generates the output of the modified C-Method.
The tool is implemented in Python. The different tools take graphs and/or FSMs
as arguments. The graphs and FSMs are stored as XML in files. The output
is either on the console, as graph-pictures or as a IXTEX-file, depending on the
given task.

The tool-set can be found on the CD in the appendix.

Structure

In order to execute the C-Method we must check the pre-conditions and then
execute the C-Method as described in Table 4. This is illustrated in Figure 4.
All data (graphs and FSMs) is passed as xml-files and parsed into objects. A
simplified UML-representation is shown in Figure 5.
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<> Graph

id: string

Node
id: string

label: string

FSM
initial_state: Node
Edge
id: string 0

startNode: Node
endNode: Node
label: string

7

Transition

input: string
output: string

Figure 5: Simplified UML-representation of the FSM-Class.

File Format

Both graphs and FSMs can be read from xml-files.

A graph consists of nodes and edges. It has a unique id and an optional
root_node. A node has a unique id and an optional label which is used to
label the node in the output-methods. If no label-field is present the node is
labeled with its id. An edge has an optional unique id field, if no id is given, a
unique id is automatically generated. The edge has a start- and an end-node,
where the value is the unique id of the respective node. In order to add a node
to the graph, the start- and end-node must exist.

Here is an example of a graph:

<?xml version="1.0"7>
<graph id="graph" root_node="a">

<node id="a" label="root"/>
<node id="b"/>

<node id="d" label="d"/>
<edge id="0" start="a" end="4d"/>
<edge start="a" end="b"/>
</graph> Graph testgraph

The xml-data is saved in a file called testgraph.zml and was converted to a

15



graphical representation with the zmli2graphviz.py script, which is part of the
tool-set.

A FSM consists of states and transitions. It has a unique id and an initial_state.
The initial_state is the same as the root_node in of the graph. The state is equal
to the node in the graph. A transition extends an edge by an input and an
output which contain the input/output-signals. If - is used as an input it marks
a spontaneous transition, if it is used as output it is a transition with no outgoing
signal. Error-transitions are characterised by e as outgoing signal.

The xml-representation for the FSMpg.s (Fig. 6b) used in the Case Studies is
given below:

<?7xml version="1.0"7>
<fsm id="res" initial_state="s1">

<state id="s1" label="idle"/>
<state id="s2" label="wait4ICONrsp"/>
<state id="s3" label="connected"/>
<state id="s4" label="AK2send"/>
<transition start="s1" end="s2" input="CR" output="ICONind" id="1"/>
<transition start="s2" end="s3" input="ICONrsp" output="CC" id="2"/>
<transition start="s3" end="s4" input="DT" output="IDATind" id="3"/>
<transition start="s4" end="s3" input="-" output="AK" id="4"/>
<transition start="s3" end="s1" input="IDISreq" output="DR" id="5"/>
<transition start="s2" end="s1" input="IDISreq" output="DR" id="6"/>
<transition start="s1" end="s1" input="DT" output="-" id="7"/>
</fsm>
Algorithms
Output

The generated IATEX-output can be seen in the Case Studies section 4.

16



4 Case studies

4.1 InRes
4.1.1 Applying the Original C-Method

The C-Method has been applied to the initiator responder protocol in [§].
It is defined by the communicating finite state machines FsMmy, (Fig. 6a) and
FSMpes (Fig. 6b). During the development of the tool set we found that the
InRes example given in [8] (Section 4) is incomplete.

(i) The initial tour coverage tree of the initiator (FSMy) is missing the path
from the second connected-node, via wait4AK to idle.

(ii) In Step 2.6 a transition (DT/—) appears in ATSg . that is not part of it
in Step 2.2.

(iii) Furthermore there are some possible matches missing in Step 2.6, which
results in an incomplete ATS and minor changes for the concurrent ATS.

Those are inconsistencies in the paper [8] itself, but under further investigation
are partially meaningful.

4.1.2 Corrections and Modifications

In order to overcome the differences we expand the C-Method. The modifica-
tions are as following:

In order to be able to find all matches for the ATS; s it is necessary to
consider not only every combination of test cases from ATS; and ATSy. There
is the possibility that the second FSM is already back in its initial state but the
first has not yet finished. To consume the possible output and to match the
test cases we must consider all possible concatenations of test cases from ATS,
with itself. The concatenation represents also an initial tour and is henceforth
a valid composition. So we obtain in some special cases, like in (ii) a match
consisting of two test cases.

The modified C-Method can be found in Table 4.

4.1.3 Applying the Modified C-Method
Step 2.1: The transitions containing an error-output have been omitted in this
example to improve readability. Therefore we begin in Step 2.2.

Step 2.2: Read the augmented test suites from the initial tour coverage trees
(Fig. 7), where ATS; is the augmented test suite from FSMy, and ATSg is the
augmented test suite from FSMpes.

- ATS; = {ATS[J, ATSy 2, ATSy, 3, ATSI 4, ATS],5}

ATSy,1 = {ICONreq/CR, DR/IDISind}
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Step 1: Test the implementations I; and Is of components N and Ns.

Step 1.1:
Step 1.2:
Step 1.3:

Select a test method (e.g., DS [], UIOv [10], WP []).
Derive the test suites for N7 and Ns.

Execute the tests. If all tests are successful, continue with Step 2. If
not, correct the faults and repeat Step 1.

Step 2: Test the implementation of the concurrent composition of Ny and N.

Step 2.1:

Step 2.2:

Step 2.8

Step 2.4

Step 2.5:

Step 2.6

Step 2.7:

Step 2.8:

Step 2.9:

Remove all transitions of N7 and N5 that yield an error output. These
transitions have already been tested during component testing, and
need not be tested again.

Build the initial tour coverage trees for N; and Ns, and determine
all maximal path, i.e., all paths that start at the root node and end
at a leaf node, constituting augmented test suites ATS; and ATS,.

From the augmented test cases, remove all local tours, i.e.,
(sub)sequences of test case elements that (1) start and end in the
same state, and (2) contain only external inputs and outputs. They
have already been checked during component testing, and need not
be tested again.

From the augmented test suites ATS; (ATS3), remove all internally
triggered test cases, i.e., those test cases that are triggered by No
(V1)

Remove the maximum suffix that does not contain an interaction
with the other component. These test elements have been checked
already.

For each test case ATCy; of the augmented test suite ATS; after Step
2.5, find a concatenation of augmented test cases ATCoj, . ;. of Na
from Step 2.3 such that ATC; ; H ATCg j,,....j. s complete, and deter-
mine ATC1,24 j,.....5, = ATC1; H ATCgj, ... j., Yielding the concurrent
augmented test suite ATS1 2. Analogously for each test case ATCy; of
ATSs.

Based on ATS;, ATSg, and ATS; 2, check whether N; and N3 meet the
composition criteria CCy; and CCy, i.e., whether for each test case
ATS1 (ATS2), there is a matching test case of No (N7). Yes: Continue
with Step 2.8; No: Stop.

For each test case in ATS; »: Merge adjacent test case elements in case

where (1) the internal output of the first matches the internal input
of the second, and (2) the output is the only signal in the queue after

W

being sent. Replace internal inputs and outputs by “-”, and remove
test case elements “-/-".

Execute the test.

Table 4: The modified C-Method
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(a) FSM1, (b) FSMRes

DT/-

ICONreq/CR

l DR/IDISind
DR/IDISind CR/ICONInd
\ @ l IDISreq/DR
DR/IDISind IDISrea/DR i a1cONTsp
n CC/ICONenf

l ICONrsp/CC
/,

AK/- IDATreq/DT

(c) Communication sets

Xin,env = {ICONenf, IDISind }
Xenv,in = {ICONreq, IDATreq }
Xin,res = {CR, DT}

Xpges,in = {CC, DR, AK}
XRes,env = {ICONind, IDATind }

Xenv,es = {ICONrsp, IDISreq}

Figure 6: FsMy, and corresponding automaton FSMpges
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(a) Initial tour coverage tree for FSMp,,

ICONreq/CR

DR/IDISind CC/ICONenf

connected

DR/IDISind! !AK/-

DR/IDISind

(b) Initial tour coverage tree for FSMpes

DT/- CR/ICONind

wait4lCONrsp

AK2send

-/AK

IDISreq/DR

Figure 7: Initial tour coverage trees for FSMy,, and FSMpges
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ATS1,2 = {ICONreq/CR, CC/ICONcnf, DR/IDISind }

ATS1,3 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, DR/IDISind }

ATS1,4 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, DR/IDISind}

TS5 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK /-, IDATreq/DT, DR/IDISind }

- ATSR = ATSR,a, ATSR,b, ATSR,c, ATSR.d
ATSR,a = {DT/-}
ATSRp = {CR/ICONind, IDISreq/DR}
ATSR,c = {CR/ICONind, ICONrsp/CC, IDISreq/DR}
ATSR.4 = {CR/ICONind, ICONrsp/CC, DT/IDATind, -/AK, IDISreq/DR}

Step 2.3: After removing all internally triggered test cases ATS; and ATSRp
are as following:

’
- ATS; = {ATSIJ7 ATSy,2, ATS,3, ATS[ 4, ATS1 5}
’
- ATSp = {}
. ’ ’
Step 2.4: There are no local tours in the InRes example. ATS; and ATSp

remain unchanged.

Step 2.5: There are no suffixes with local interaction only in the InRes
example. ATS; and ATSy remain unchanged.

Step 2.6: Construct the concurrent augmented test suite.
’ ’ ’ ’
- ATSy R = {ATS;, || ATSRb, ATS] 5 || ATSR.c, ATS) 5 || ATSpy N> ATST 4 || ATSR 4,
’
ATSr5 || ATSR 40, )

- ATSR,1 = {}
with:
ATS) | || TSR, = {ICONreq/CR ¢ CR/ICONind o IDISreq/DR o DR/IDISind }

ATSIIVQ | aTsgr.ec = {

ICONreq/CR e CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDIS-
req/DR e DR/IDISind,

ICONreq/CR e CR/ICONind e ICONrsp/CC e IDISreq/DR o CC/ICONcnf
¢ DR/IDISind

}

ATS’L3 | ATSp na = {

ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
o DT/- » IDISreq/DR & DR/IDISind,
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ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
o IDISreq/DR ¢ DT/- ¢ DR/IDISind,

ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDIS-
req/DR e IDATreq/DT e DT/- ¢ DR/IDISind,

ICONreq/CR e CR/ICONind e ICONrsp/CC e CC/ICONcnf o IDIS-
req/DR e IDATreq/DT e DR/IDISind ¢ DT /-,

ICONreq/CR o CR/ICONind e ICONrsp/CC e IDISreq/DR e CC/ICONcnf
e IDATreq/DT @ DT /- ¢ DR/IDISind,

ICONreq/CR e CR/ICONind e ICONrsp/CC e IDISreq/DR o CC/ICONcnf
e IDATreq/DT o DR/IDISind o DT/-

}

ATS/IA | ATSR.a = {

ICONreq/CR e CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
e DT/IDATind o -/AK e AK/- e IDISreq/DR o DR/IDISind,

ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
e DT/IDATind e -/AK e IDISreq/DR o AK/- ¢ DR/IDISind

}

ATS/I’5 | ATS e = {

ICONreq/CR e CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
¢ DT/IDATind o -/AK e AK/- ¢ IDATreq/DT e IDISreq/DR ¢ DR/IDISind
e DT/-,

ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
e DT/IDATind e -/AK e AK/- @ IDATreq/DT e IDISreq/DR e DT/- o
DR /IDISind,

ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
e DT/IDATind o -/AK o AK/- e IDISreq/DR o IDATreq/DT o DT/- o
DR/IDISind,

ICONreq/CR e CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
¢ DT/IDATind e -/AK @ AK/- @ IDISreq/DR e IDATreq/DT e DR/IDISind
e DT/-,

ICONreq/CR o CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT
¢ DT/IDATind o -/AK e IDISreq/DR ¢ IDATreq/DT e DT /- ¢ DR/IDISind,
ICONreq/CR e CR/ICONind e ICONrsp/CC e CC/ICONcnf e IDATreq/DT

e DT/IDATind e -/AK e IDISreq/DR e IDATreq/DT e DR/IDISind o
DT/-

}

Step 2.7: For each test case of ATS;, there is a test case of ATS/R such that
their concurrent composition is complete. This trivially holds for ATSg which
is empty.

Step 2.8: Merged test case elements and replace inputs/outputs:

- ATS; R = {ATSIIJ | ATSR.b, ATS/I’Q || ATS R, ATS/L3 | ATS & > ATs},4 | ATSR.4,

!
ATS] 5 ATSRydna}
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- ATSR,1 = {}
where:

TS || ATSRp = {ICONreq/ICONind e IDISreq/IDISind }

ATS'L2 | aTsgr. = {

ICONreq/ICONind e ICONrsp/ICONcnf e IDISreq/IDISind,
ICONreq/ICONind e ICONrsp/- e IDISreq/- e -/ICONcnf o -/IDISind

}

ATS/I,3 | ATSp Ng = {

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/- o IDISreq/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf e IDATreq/- o IDISreq/- o -
/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf e IDISreq/- e IDATreq/- o -
/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf e IDISreq/- e IDATreq/- o -
/IDISind,

ICONreq/ICONind e ICONrsp/- e IDISreq/- @ -/ICONcnf  IDATreq/- o
-/IDISind,

ICONreq/ICONind @ ICONrsp/- @ IDISreq/- o -/ICONcnf o IDATreq/- ®
-/IDISind

}

ATSIIA | aTsra = {

ICONreq/ICONind ¢ ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
o -/IDISind

}

ATS) 5 || ATS e = {
ICONreq/ICONind @ ICONrsp/ICONcnf @ IDATreq/IDATind e IDATreq/-
e IDISreq/IDISind,

ICONreq/ICONind @ ICONrsp/ICONcnf e IDATreq/IDATind e IDATreq/-
e IDISreq/- o -/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
e IDATreq/- o -/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
o IDATreq/- o -/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
e IDATreq/- o -/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
e IDATreq/- o -/IDISind
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}

Step 2.9: Execute the test with:

- ATS; R = {ATS/Ll | ATSR.b, ATs},2 || ATS R, ATs/L3 | ATS & oo ATS/IA || ATSR.4,

!
ATSI5 || ATSp 4o }

- ATSR,1 = {}
where:

ATS) || ATSR = {ICONreq/ICONind e IDISreq/IDISind }

ATS] | atsr.e = {

ICONreq/ICONind e ICONrsp/ICONcnf e IDISreq/IDISind,
ICONreq/ICONind e ICONrsp/- @ IDISreq/- o -/ICONcnf o -/IDISind

}

ATSII’S | ATS g = {

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/- @ IDISreq/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf e IDATreq/- o IDISreq/- o -
/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf e IDISreq/- e IDATreq/- o -
/IDISind,

ICONreq/ICONind e ICONrsp/- e IDISreq/- e -/ICONcnf @ IDATreq/- ®
-/IDISind

}

ATS] 4 | arsra = {

ICONreq/ICONind ¢ ICONrsp/ICONcnf e IDATreq/IDATind e IDISreq/IDISind,

ICONreq/ICONind ¢ ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
e -/IDISind

}

ATS 5 || ATS o, = {
ICONreq/ICONind ® ICONrsp/ICONcnf @ IDATreq/IDATind e IDATreq/-
e IDISreq/IDISind,

ICONreq/ICONind ¢ ICONrsp/ICONcnf e IDATreq/IDATind e IDATreq/-
e IDISreq/- o -/IDISind,

ICONreq/ICONind e ICONrsp/ICONcnf @ IDATreq/IDATind e IDISreq/-
e IDATreq/- o -/IDISind,
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4.2 Simple TCP
4.2.1 Applying the Modified C-Method

We apply the C-Method to a simplified version of the 'transmission control pro-
tocol’ (TCP), which only consists of the connect and disconnect procedure. All
data transfer is done in the established (EST AB) state and can be represented
as a separate FSM.

The TCP specification [6] contains an automaton which we transfer to the
FSM representation of the protocol. With some minor modifications it is repre-
sented in Fig. 8. The names of some states and signals were changed to better
fit the terminology so far used. Furthermore the different AC' K's were separated
into categories. This was necessary, in order to match the ACK to be corre-
sponding either to a previously sent SY N or FIN and are now called ACKS
and ACKF. The same is done in the TCP itself, by using different bits to indi-
cate the proper ACK, but is unfortunately not represented in their automaton
representation.

The connect procedure is the part from the initial state (CLOSED) to
the ESTAB state where a connection has been established. The disconnect
procedure is the part from the EST AB state back to the initial state. Apart
from this regular behaviour the connection can be denied, aborted or terminated.
This is done with the Close transitions, if the FSM is not in the EST AB state,
and is henceforth called irregular behaviour.

In order to consume some leftover signals we introduce the term of a con-
sumer loop, which is a transition from a state to the same state. The input of
the transition is the signal to be consumed and it has no output.

4.2.2 Problems and Solutions

In order to execute the C-Method successfully there must not be any unspecified
reception or deadlocks. In the FSM however there is a deadlock which occurs
when one FSM decides to Close the connection in its initial phase. The partner
FSM can process the signals until it gets stuck with an empty queue in the
SY N_RCV D state. In order to avoid the deadlock, the closing FSM must notify
it’s partner. We add a RST signal to the Close transition and a corresponding
receiving RST/— transition from SYN_RCV D to the initial state like shown
in [7] on page 293. In the automaton given in [7] are other modification, like
timeouts which we don’t need since our medium is perfect an we do not have
a time notion in the C-Method and its FSMs. Nevertheless a timeout can be
modeled as a signal coming from the environment. This model is useful if it is
necessary to apply the timeout as a part of an ATC. As a consequence we need
no further changes concerning the timeout already present in the FsMm (Fig. 9).

Apart from the deadlock there exist several scenarios in which some signals
are left in the queue after the connection has been closed. This is the case if
the connection has been closed irregularly, with all the Close events before the
FSM was in the EST AB state. In some cases this would not be a problem, since
most implementations or modeling languages just delete the first signal in the
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queue if it cannot be consumed in this state. It is an undefined reception, and
in the C-Method every reception must be defined. Furthermore the FSM should
be able to synchronize at least in the initial state, so we add some consumer
loops to the initial states which get rid of possible signals after the connection
has been closed. The consumer loop in the initial state consumes SY N, ACK S,
SYN_ACKS and RST signals. The consumer loop shows the same behaviour
as many implementations or modeling languages do natively. They just delete
the first signal in the queue if it cannot be consumed in this state.

Another unspecified reception occurs when one FSM closes the connection
while being in the SY N_RCV D state. There is still the ACK S-signal left in
the queue which has to be consumed. Normally this would be indicated by a
consumer loop in the FIN_W AIT1 state. It is the same as deleting the signal
from the queue in the implementation. This is legitimate and is done every time
when coming directly from SYN_RCV D.

However, introducing a consumer loop would give an extra subtree when
constructing the initial tour coverage tree. So we have generated the same
ATC, once where an ACKS is consumed and once without its consumption.
This is due, because formally the ACK S consumer loop is only a possibility.
So even if an ACKS is consumed in FIN_WAIT1 every time we close the
connection in the SYN_RCV D state and the implementation with the con-
sumer loop is correct, the C-Method generates additional ATCs without the
consumption for which it is impossible to find a matching test case since none
can exist. To avoid this we must introduce an additional state to consume the
ACKS from the queue. This does not modify the protocol behaviour. We in-
troduce the CONSUME_ACKS state with the ACKS/— transition leading
to FIN_WAIT1 instead of a ACKS/— consumer loop on FIN _WAIT1. All
the modifications can bee seen in Fig. 9.

Since it is necessary to introduce new states in order for the C-Method
to work correctly, whereas the simple modification (consumer loop) just work
fine for the FSM and the implementation, can be considered a drawback of
the C-Method. It is the cost which comes with the initial tour coverage tree,
which relies on stricter preconditions. It might be another source of errors by
introducing a special FSM to generate test cases or by rendering the FSM more
complicated.

Using this approach a valid test caes from the itct would be ATS; = {Connect /SYN,
Close/RST}. But it is impossible to find a matching test case even tough the FSM
fullfills all the requirements. It is impossible to find a matching test case because the
partner FSM consumes the SY N signal and responds to it by sending another signal.
This signal can be consumed by the running FsSM and both FsSM would end in a syn-
chronized state whereas for the test case I still have this one signal in the queue and
hence no matching test caes can be found.

A solution would be to ignore messages left in the queue of the first FSM, assuming
it is in its initial state and that the messages cannot change the state. It is the
same problem we encountered in the InRes example for which we introduced the
concatenation of test cases. This time it is not possible since we would have to find
matching test case concatenations for all possible combinations of test cases. This is
a problemand should be investiganted further.

In order to be able to execute the C-Method we modifiy the FSM by removing the
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Figure 9: Modified FSMgimpleTCP-
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Close/RST transition. As a sideeffect the RST/— transition can be removed as well
as all the consumer loops in the state CLOSED. The modified simple TCP example
can then be executed by the C-Method.

4.2.3 Applying the Modified C-Method

We apply the C-Method to the modified simple TCP example.

Step 2.1: Remove all transitions of N1 and Nz that yield an error output. These
transitions have already been tested during component testing, and need not to be
tested again.

Step 2.2: Build the initial tour coverage trees for N1 (FSMpgedsimplercp) and Na
(FSMRedSimpiercp), and determine all maximal paths, i.e., all path that start at the
root node and end at a leaf node, constituting augmented test suites ATSredSimpleTC P
and ATSRedSimpleTCP-

- ATSRedSimpleTCP = {ATSRedSimpleTCP,h ATSRedSimpleTCP,2, ATSRedSimpleTCP,3,
ATSRedSimpleTCP,4;, ATSRedSimpleTCP,5, ATSRedSimpleTCP,6; ATSRedSimpleTCP,7,
ATSRedSimpleTCP,8; ATSRedSimpleTCP,9; ATSRedSimpleTCP,10, ATSRedSimpleTCP,11,
ATSRedSimpleTCP,125 ATSRedSimpleTCP,lS}

ATSRedSimpleTCP,1 = {SYN/SYN,ACKS7 Close/FIN, ACKS/-, FIN/ACKF, ACKF/-

ATS Reasimplercp2 = {SYN/SYN_ACKS, Close/FIN, ACKS /-, ACKF /-, FIN/ACKF}
ATSRedSimpleTCP,3 = { SYN/SYN,ACI<S7 ACKS/-, ClOSG/FIN, FIN/ACKF7 ACKF/-

ATSRedSimpleTCP,4 = {SY'N/SXIN,ACI(S7 ACKS/-, ClOSG/FIN, ACKF/-, FIN/ACKF}
ATSReasimpierops = {SYN/SYN_ACKS, ACKS /-, FIN/ACKF, Close/FIN, ACKF /-

ATSRedSimpleTCP,6 = {aOpen/SYN, SYN/ACKS, ACKS/-, ClOSG/FIN, FIN/ACKF,

ACKF/-}

ATS Redsimptercp,r = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF/-

, FIN/ACKF}

ATSRedsimplercps = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN,
ACKF/-}

ATSRedSimpleTCP,9 = {aOpen/SYN7 SX{N/ACKS7 ClOSE/FIN, ACKS/-, FIN/ACKF,
ACKF/-}

ATSRedSimpleTCP,10 = {aOpen/SYN, SYN/ACKS, ClOSG/FIN, ACKS/—, ACKF/—

, FIN/ACKF }

ATSRedSimpleTCP,11 = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKEF,
ACKF/-}

ATSRedSimpleTCP,12 = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF/-,
FIN/ACKF}

ATSRedSimpleTCP,13 = {aOpen/SYN, SYN,ACKS/ACKS, FIN/ACKF, ClOSG/FIN,
ACKF/-}

Step 2.3’: From the augmented test cases, remove all local tours, i.e., (sub)sequences
of test case elements that (1) start and end in the same state, and (2) contain only ex-
ternal inputs and outputs. They have already been checked during component testing,
and need not be tested again.
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- ATSRedSimpleTCP = {ATSRedSimpzeTCP,l, ATSRedSimpleTCP,2; ATSRedSimpleTCP,3,
ATSRedSimpleTCP,4; ATSRedSimpleTCP,5, ATSRedSimpleTCP,6; ATSRedSimpleTCP,7,
ATSRedSimpleTCP,8; ATSRedSimpleTCP,9; ATSRedSimpleTCP,10, ATSRedSimple TCP,11,
ATSRedSimpleTCP,12, ATSRedSimpleTCP,13

ATS peasimptercpa = {SYN/SYN_ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF /-

ATS Reasimplercp2 = {SYN/SYN_ACKS, Close/FIN, ACKS/-, ACKF /-, FIN/ACKF}
ATS Reasimpiercps = {SYN/SYN_ACKS, ACKS /-, Close/FIN, FIN/ACKF, ACKF /-

ATS Reasimpiercpa = {SYN/SYN_ACKS, ACKS /-, Close/FIN, ACKF /-, FIN/ACKF }
ATS Reasimpierops = {SYN/SYN_ACKS, ACKS /-, FIN/ACKF, Close/FIN, ACKF /-

ATSRedsimplercpe = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF,

ACKF/-}

ATSReasimptercp,r = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF /-

, FIN/ACKF}

ATSRedSimpleTCP,8 = {aOpen/SYN, SYN/ACKS, ACKS/—, FIN/ACI(F7 Close/FIN,
ACKF/-}

ATS Reasimpterc P9 = {a0pen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF,
ACKF/-}

ATS peasimpterc P10 = {a0pen/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF /-

, FIN/ACKF}

ATSRedSimpleTCP,11 = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKEF,
ACKF/-}

ATSRedSimpleTCP,12 = {aOpen/SYN, SYN,ACKS/ACKS, ClOSQ/FIN, ACKF/—,
FIN/ACKF}

ATSRedSimpleTCP,13 = {aOpen/SYN, SYN,ACKS/ACKS, FIN/ACKF, ClOSG/FIN,
ACKF/-}

Step 2.4’: From the augmented test suites ATSgredsimptercpP (ATSRedSimpleTcP),
remove all internally triggered test cases, i.e., those test cases that are triggered by
N1 and Nz,

- ATSRPdSlmpleTCP = {ATSRedSzmpleTCP 1) ATSRedSzmpleTCP 25 ATSREdSzmpleTC’P 35
ATSRedSzmpleTCP 45 ATSRedSzmpleTCP 55 ATSRedSzmpleTCP 65 ATSRedSzmpleTCP 75
ATSRedSzmpleTCP,S}

ATS,RedSimpleTCP,l = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF,
ACKF/-}

ATS peasimptercpe = {a0pen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF /-
, FIN/ACKF}

ATS/RedSimpleTCP,S = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN,
ACKF/-}

ATS peasimptercpa = {a0pen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF,
ACKF/-}

ATS Regsimprercps = {a0Open/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF /-
, FIN/ACKF}
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ATS/RedSimpleTCP,(i = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKF,

ACKF/-}

ATS peasimprerors = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF /-,
FIN/ACKF}

ATS/RedSimpleTCP,8 = {aOpen/SYN, SYN_ACKS/ACKS, FIN/ACKF, Close/FIN,
ACKF/-}

Step 2.5: Remove the maximum suffix that does not contain an interaction with
the other component. These test elements have been checked already.

! ! !’ ’
- ATSRedSimpleTCP = {ATSRedSimpzeTcp,h ATSRedSimpleTCP,2y ATSRedSimpleTCP,35
! I !’ /
ATSRedSimpleTC P4y ATSRedSimpleTC P55 ATSRedSimpleTC P69 ATSRedSimpleTCP,7>

’
ATSRedSimpleTCP,S}

ATS/RedSimpleTCP,l = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF,

ACKF/-}

ATS Regsimprercpe = {a0pen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF /-

, FIN/ACKF}

ATSlRedSimplETch = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN,
ACKF/-}

ATS,RedSimpleTCPA = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF,
ACKF/-}

ATS Regsimprercps = {a0Open/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF /-

, FIN/ACKF}

ATS/RedSimpleTCP,(i = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKF,
ACKF/-}

ATS Regsimprerops = 20pen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF /-,
FIN/ACKF}

ATS Regsimprercps = {a0pen/SYN, SYN_ACKS/ACKS, FIN/ACKF, Close/FIN,
ACKF/-}

Step 2.6: For each test case ATC;; of the augmented test suite ATS; after Step
2.5, find a concatenation of augmented test cases ATCa ;... ;, of N2 from Step 2.3’
such that ATCy1; || ATC2j,,.. j, is complete, and determine ATC1 2, .....;, = ATC1i ||
ATC2,j1,...,jn » yielding the concurrent augmented test suite ATS1,2. Analogously for each
test case ATCa; of ATSs. The signal-index marks the affiliation to the corresponding
FSM.

- ATSRedSimpleTCP, RedSzmpleTCP = {ATSRedsmpleTcp 1 H ATSRedSzmpleTCP 65 ATSRedslmpleTCP 2
” ATSRedSimpleTCP,8, ATSRedSzmpleTCP 3 H ATSRedSimpleTCP,7, ATSRedSzmpleTCP 4
” ATSRedSimpleTCP,6, ATSRedSVmpleTCP 5 H ATSRedSimpleTCP,8, ATSRedS’zmpleTCP 6

ATSRedSzmpleTCP 1, ATSR&dS’meleTCP 7 H ATSRedSz'mpleTC’P 5, ATSRedSzmpleTCP 8
ATSRedSzmpleTCP,2

with:

Since some concatenated test cases are very long, we choose to omit them in this
place in order to enhance readability. The complete RedSimpleTCP example can be
found in the appendix.
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ATSIRedSimpleTC’P,l H ATSRedSimpleTCP,6 = { e
ATSIRedSimpleTCP,2 H ATSRedSimpleTCP,8 = { -
ATSIRedsz'mpleTCP,B H ATSRedSimpleTCP,7 = { .-
ATS/RedSimpleTCPA H ATSRedSimpleTCP,6 = { =
ATS/RedSimplETCP,S H ATSRedSimpleTCP,8 = { -

!
ATSRedSimpleTCP,6 H ATSRedSimpleTCP,1 =

v e e A A

!
ATSRedSimpleTCP,7 H ATSRedSimpleTCP,5 = {

}

aOpen1/SY N, ¢ SYNy, /SYN_ACKS> ¢ SYN_ACKS,/ACKS, e Close1 /| FIN,
.ACKSQ/—Q .FINQ/ACKFQ L] ACKFl/—l .CZOSSQ/FINQ .FINl/ACKFl
e ACKF>/—s,

aOpeni/SY N1 ¢ SYNy/SYN_ACKS; ¢ SYN_ACKS:1/ACKS: e Close1 /FIN;
e ACKSy/—2 e FIN2/JACKF> @ Closea/FIN;, e ACKF,/—1 ¢ FIN:JACKF,
[ ] ACKFQ/—Q,

aOpen, /SY Ny @ SY N3 /SYN_ACKS, ¢ SYN_ACKS,/ACKS, ¢ ACKSa/—»
e Closei /FIN, @ FINy/ACKFy ¢ ACKF;/—1 @ Closes/FIN> @ FIN, /ACK Fy
[ ] ACKFQ/*Q,

aOpenl/SYNl (] SYNQ/SYN,ACKSQ o SYN,ACKSl/ACKsl L] ACKSQ/—Q
e Close1/FIN, @ FINy/ACKF> @ Closea/FIN, « ACKF1/—1 ¢ FIN: JACKF
e ACKF>/—2

!
ATSRedSimpleTCP,8 H ATSRedSimpleTCP,2 = {

aOpen1/SY N, ¢ SYNy, /SYN_ACKS, ¢« SYN_ACKS1/ACK S, @ Closes /FIN,
e FIN,JACKF, o Closei /FIN; o ACKSs/—2 ¢ ACKFy/—5 o FINy/ACKF
e ACKFy/—1,

aOpeni1/SY N1 e SYNy/SYN_ACKS; ¢ SYN_ACKS:1/ACKS: e Closes/ FIN,
e FIN:/JACKF, ¢ ACKS3/—2 @ Close1 /FIN, « ACKF>/—2 e FIN;/ACK F>
[ ] ACKFl/—1,

aOpen,/SY N1 @ SYNo/SYN_ACKS> @« SYN_ACKS1/ACKS; e Closea/ FIN
[ ] F]Nl/ACKFl OACKSQ/—Q L] ACKFQ/—Q 0010581/F1N1 .FINQ/ACKFQ
[ ] ACKFl/fl,

aOpeni/SY N1 @ SYNy/SYN_ACKS; ¢ SYN_ACKS:1/ACKS; e Closes/FIN,
e ACKS3/—2 e FIN1/ACKF; ¢ Close1/FIN, ¢ ACKF>/—2 e FIN,/ACK F>
° AC’KFl/—l,

aOpen1/SY N1 ¢ SYN2/SYN_ACKS, ¢« SYN_ACKS1/ACKS; @ Closes/FI1N,
.ACKS2/—2 .F[Nl/ACKFl [ ] ACKFQ/—Q OOlOS@l/FIN1 .FINQ/ACKFQ
o ACKFl/fl,

aOpen1/SY N, ¢ SYNy /SYN_ACKS> @ Closes /FIN; ¢ SYN_ACK S, /ACK S,
o FIN, JACKF, o Close, /FIN; @ ACKSs/—» ¢ ACKFy/—3  FIN,/ACK F;
e ACKFy/—1,

aOpeny/SY N1 @ SY N2 /SYN_ACK S @ Closes/ FIN, ¢ SYN_ACK S, /ACK S:
e FIN,/ACKF; ¢ ACKSs/—» ¢ Close1 /FIN, ® ACKFs/—3 ¢ FINy/ACKFy
[ ] ACKFl/—1,

aOpen,/SY N1 @ SY N2 /SYN_ACKS5 @ Closea/ FIN, « SYN_ACKS1/ACK Sy
[ ] FINl/ACKFl .ACKSQ/—Q ° AOKFQ/—Q 0010561/F1N1 .FINQ/AOKFQ
e ACKFy/—1,
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aOpen,/SY N1 @ SY N2 /SYN_ACK S5 @ Closes/ FIN, ¢ SYN_ACK S /ACK Sy
e ACKSs/—3  FIN, JACKF, ¢ Close, /FIN; @ ACK Fs/—3 @ FINy/ACKF;
[ ] ACKFl/—l,

aOpeny /SY Ny @ SY N, /SY N_ACK Sy @ Closes/ FIN2 ¢ SYN_ACK S, /ACK S
e ACKS/—2 @ FIN; /ACKF; @« ACKF,/—3 e Close, /FIN; « FIN2/ACK F;
[ ] ACKFl/—l

}

Step 2.7: Based on ATSi, ATSz, and ATS; 2, check whether N; and N> meet the
composition criteria CCy and CCs, i.e., whether for each test case ATS1 (ATS2), there
is a matching test case of Na (N1). Yes: Continue with Step 2.8; No: Stop.

Unspecified reception: False

Deadlocks: False

Step 2.8: For each test case in ATS;,2: Merge adjacent test case elements in case
where (1) the internal output of the first matches the internal input of the second,
and (2) the output is the only signal in the queue after being sent. Replace internal
inputs and outputs by “-”, and remove test case elements “-/-”. (Remaining - are
made anonymous (common index 0) in order to remove duplicates resulting from the
merge.)

- ATSRedSimpleTCP, RedSzmpleTCP = {ATSRedS'meleTCP 1 ” ATSRedSzmpleTC‘P 6, ATSRedslmpleTcp 2
H ATSRedSzmpleTCPS, ATSRedSz’mpleTCPS H ATSREdSzmpleTCP 7 ATSRedSunpleTCP4
H ATSRedSlmpleTC’P 65 ATSRedSzmpleTCPS H ATSRedSzmpleTC’P 8 ATSRedSzmpleTCPG

ATSRedSlmpleTCP 1, ATSRedSrmpleTCP7 H ATSRedSzmpleTCPE)y ATSRedSzmpleTCPS
ATSRedSimpleTC P,2

with:

ATSIRedSimpleTC’P,l H ATSRedSimpleTCP,6 = {
aOpeni/—o ® aOpena/—o ® Close1/—¢ @ Closes/—o,
aOpeni/—o ® aOpena/—o ® Closea/—¢ @ Closei/—o,
aOpena/—o ® aOpeny/—q ® Close1/—¢ @ Closes/—o,
aOpena/—o ® aOpeny/—¢ ® Closes/—o e Close1/—q

}

!
ATSRedSimpleTCP,2 H ATSRedSimpleTCP,8 = {
aOpeni/—o ® aOpena/—o ® Close1/—o ® Closes/—o,
aOpenz/—o ® aOpen,/—q ® Close1/—q e Closez/—q

}

ATSRedSimpleTCP,3 H ATSRedSimpleTCP,7 = {
aOpeni/—o ® aOpena/—o ® Closea/—¢ @ Closei/—o,
aOpensa/—o ® aOpeny/—¢ ® Closea/—q e Close1/—o

}

7’
ATSRedSimpleTCP,4 H ATS RedSimpleTCP6 = {

aOpeni/—o @ aOpena/—o ® Close1/—¢ @ Closes/—o,
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aOpeni/—o ® aOpena/—o ® Closea/—q @ Closei/—o,
aOpens/—o ® aOpeny/—o ® Close1/—¢ @ Closes/—o,
aOpenz/—o ® aOpeny/—q ® Closea/—q e Closei/—q

}

ATS/RedSimplETCP,S H ATSRedSimpleTCP,8 = {
aOpeni/—o ® aOpena/—o ® Close1/—¢ @ Closes/—o,
aOpensz/—o ® aOpen,/—q ® Close1/—q e Closez/—q

}

!
ATSRedSimpleTCP,6 H ATSRedSimpleTCP1 = {
aOpeni/—o @ Close1/—o ® Closez/—o,
aOpeni/—o e Closez/—o ® Closer/—o

}

!
ATS RedSimpleTCP,7 H ATSRedSimpleTCP,5 = {

aOpeni/—o ® Closei/—o ® Closea/—o

}

!’
ATSRedSimpleTCP,8 H ATSRedSimpleTCP,2 = {

aOpeni/—o ® Closea/—o ® Closei/—o

}

Step 2.9: Execute the test.
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5 Related Work

This chapter gives an overview on different testing methods related to compositional
testing. Most of the methods use another approach as the C-Method. Therefore this
chapter is not intended so evaluate other methods in respect to the C-Method, but
rather give an overview and situate the C-Method in the field of compostional testing.

5.1 Interoperability Testing

Interoperability Testing, as described in [ [3], [2]] ,checks if the interaction of several
implementations is conform to their specification. Especially considering more passive
components which until now are often reported as failures due to the lack of interac-
tion. If the component is an observer only, this behaviour has been modeled in the
specification and should not lead to false test verdicts.

In order to execute the test each component is described as a black box with
an upper and lower interface. The test system monitors both interfaces of every
participating component. In the C-Method we consider the components as correct
and defined a fault model for the glue code. The fault model in interoperability
testing assumes the components to be faulty and the medium to be correct.

Interoperability testing as well as the C-Method check if a certain service is given.
The difference is that in the C-Method it is done in the specification versus monitoring
the implementation in interoperability testing.

5.2 Partial Specification

The approach in [5] assumes that a system specification is not necessary in order
to formulate test cases. It combines a series of elementary test cases with a set of
requirements. The elementary test cases are extracted from the specification or the
source code. The set of requirements is used to formulate a general desirable behaviour.
The requirements can be some expected behaviour at runtime or a restriction on input
possibilities by the user. They can also state some security rules in order for the system
to be conform to security outlines. The requirements are expressed by logical formulas
build on a set of predicates.

The tool set described in [5] uses the basic test cases and combines their results
to check the validity of the overall logical formula. This step is automated and the
authors believe that some logical formalisms can be used to express the requirements.
It can be seen as a monitor additionally to the extracted test cases.

5.3 Research related to the C-Method

In [1] the author considers component based real-time systems (CBRTS). Timed In-
put/Output Automata (TIOA) are introduced in order to describe the CBRTS. The
developed testing framework uses an adaptation of the initial tour coverage tree to
derive compositional test cases using a symbolic approach.

In another paper [4] it is stated that future research will be conducted with the fault
model from the C-Method. It is also intended to research testing methodologies for
component based systems taking into consideration that the components have already
been tested; Which is the same context the C-Method is placed in.
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6 Conclusion

By implementing the tool set for the C-Method we encountered some problems in the
C-method [8]. Their solution let us to the modified C-Method.

By conducting the case study we can also say that it is very time consuming to
modify or extend existing protocols to be deadlock and unspecified reception free.
Most protocols specified as FSM do often neglect unspecified reception by assuming an
implicit signal consumption in some states.

The InRes protocol communicates very intensively with its environment and there-
fore we get a lot of incoming and outgoing signals to consider and elaborate test cases
are formed by the C-Method. On the other side we saw the reduced simple TCP
example, which has a rich inter-component communication and a reduced interaction
with the environment. As we can see in the resulting test cases, this leads to very short
and unsatisfying results. Those test cases are not enough to ensure a proper verifica-
tion of the components. Especially considering the numerous and lengthy concurrent
augmented test cases which result from symmetrical protocols.

The completeness of the resulting test cases from the C-Method rely on the degree
of communication between the participating FSM and the environment. This is a
general problem which results from the design of the C-Method itself.
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APPENDIX A

Tool-set on CD

CD
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APPENDIX B

Tool output for the InRes example

40



C-Method applied to FSM;,, and FSM,.s

Automatically generated by c¢_method.py

December 5, 2008

Step 2.1: Remove all transitions of N; and Ns that yield an error output. These transitions have already
been tested during component testing, and need not to be tested again.

Step 2.2: Build the initial tour coverage trees for Ny (FSM;;,) and No (FSM;.s), and determine all maximal
paths, i.e., all path that start at the root node and end at a leaf node, constituting augmented test suites ATS;,,
and ATS;s.

- ATSj, = {ATSin,1, ATSin 2, ATSin 3, ATSin4, ATSin s}

ATSin,1 = {ICONreq/CR, CC/ICONcnf, DR/IDISind }

ATSin,2 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, DR/IDISind}

ATSin,3 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, IDATreq/DT, DR/IDISind}
ATSin4 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, DR/IDISind}

ATSin,5 = {ICONreq/CR, DR/IDISind }

- ATSpes = {ATSres,1, ATSres,2, ATSres,3, ATSres,4}
ATSres,1 = {CR/ICONind, ICONrsp/CC, DT/IDATind, -/AK, IDISreq/DR }
ATSres,2 = {CR/ICONind, ICONrsp/CC, IDISreq/DR}
ATSes,3 = {CR/ICONind, IDISreq/DR}
ATSress = {DT/-}
Step 2.3’ From the augmented test cases, remove all local tours, i.e., (sub)sequences of test case elements

that (1) start and end in the same state, and (2) contain only external inputs and outputs. They have already
been checked during component testing, and need not be tested again.

- ATS;;, = {ATSin,1, ATSin2, ATSin 3, ATSin4, ATSin 5}
ATS;in,1 = {ICONreq/CR, CC/ICONcnf, DR/IDISind}
ATSin.2 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, DR/IDISind}
ATSin 3 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK /-, IDATreq/DT, DR/IDISind}
ATSin,4 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, DR/IDISind}
ATSin 5 = {ICONreq/CR, DR/IDISind }

- ATSpes = {ATSrcs,1, ATSres 2, ATSpes,3, ATSres 4}
ATSres,1 = {CR/ICONind7 ICONrsp/CC, DT/IDATind, -/AK, IDISreq/DR}
ATSres,2 = { CR/ICONind, ICONrsp/CC, IDISreq/DR}
ATSres,3 = {CR/ICONind7 IDISreq/DR}
ATSresa = {DT/-}



ICONreq/CR / DR/IDISind

DR/IDISind

CC/ICONcnf DR/IDISind

connected

IDATreq/DT

FSM in

Figure 1: FSM;,

Step 2.4’: From the augmented test suites ATS;, (ATS;.s), remove all internally triggered test cases, i.e.,
those test cases that are triggered by N7 and Ns.

- ATS;, = {ATS}, 1, ATy 2, ATS},, 5, ATSi 4, ATS},, 5}
ATS;, 1 = {ICONreq/CR, CC/ICONcnf, DR/IDISind }
ATS;ny2 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, DR/IDISind}
ATS;, 5 = {ICONreq/CR, CC/ICONenf, IDATreq/DT, AK/-, IDATreq/DT, DR/IDISind}
ATs;nA = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, DR/IDISind }

ATS;, 5 = {ICONreq/CR, DR/IDISind}

- ATS"res = {}

Step 2.5: Remove the maximum suffix that does not contain an interaction with the other component. These
test elements have been checked already.

- ATS;, = {ATS}, 1, ATS},, 5, ATS},, 5, ATS;,, 4, ATSy,, 5 }
ATS;, ; = {ICONreq/CR, CC/ICONcnf, DR/IDISind }
ATS;, 5 = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, DR,/IDISind}
ATs;mg = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, IDATreq/DT, DR/IDISind }

ATS;nA = {ICONreq/CR, CC/ICONcnf, IDATreq/DT, AK/-, DR/IDISind}



M IDISreq/DR

wait4lCONrsp

ICONrsp/CC

IDISreq/DR

connected

DT/IDATind -/AK

FSM res

Figure 2: FSM,¢

ATS;, 5 = {ICONreq/CR, DR/IDISind}

- ATS;‘ES = {}

Step 2.6: For each test case ATC;; of the augmented test suite ATS; after Step 2.5, find a concatenation of
augmented test cases ATCy j, ... j, of No from Step 2.3’ such that ATCy ; || ATCg j,.....j, is complete, and determine
ATC12jy,....jn = ATC1; || ATCaj, ... j., vielding the concurrent augmented test suite ATS1 2. Analogously for
each test case ATCa ; of ATSs. The signal-index marks the affiliation to the corresponding FSM.

- ATSin res = {ATs;m1 || ATSres 2, ATS,Im’2 | ATS,eq 2045 ATS,Im’g, | ATS,eq 1045 ATS,/L-"A || ATSres,1, ATS;M, || ATSres,s}

- ATSpres,in = {}
with:

ATs;n,1 | ATSpes2 = {

ICONreqi/CRy @ CR2/ICONind; ¢ ICONTsp2/CC> @ CC1/ICONcnf, ¢ IDISreq2/DR2 @ DR1/IDISindy,
ICONreqi/CR1 @ CRy/ICONind; « ICONrspy/CCo @ IDISTeqa/ DRy @ CC1/ICONcnf1 @ DRy /IDISind;

}

ATS;n,2 || ATSres,Qﬂ4 = {
ICONTeqi/CR1 ¢ CRy/ICONinds ¢ ICONTsps/CCo 0 CC1/ICONcnf, e IDATreq: /DTy @ IDISreqs/DR2
e DR1/IDISind,  DTs/—s,

ICONreqi/CR1 @ CRy/ICONind; @ ICONrspy/CCo e CC1/ICONcnf, @ IDATreq, /DTy @ IDISreqz/DRo
o DTQ/—Q L] DRl/IDISzndl,
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Figure 3: Initial tour coverage tree for FSM;,
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Figure 4: Initial tour coverage tree for FSM;¢



ICONTeq:/CRy @ CRy/ICONindy ¢ ICONTsp2/CCh @ CC1/ICONcn fy @ IDISreqs/ DRy @ IDATreq: /DTy
e DRy /IDISind, ® DTs/—s,

ICONreqi/CR1 @ CRy/ICONind; ¢ ICONrsps/CCo e CC1/ICONcnf, @ IDISreqs/ DR2 @ IDATreq: /DT
[ ] DTQ/—Q o DRl/[D]SZTLdl,

ICONreqi/CR1 @ CRy/ICONinds ¢ ICONrspy/CCo @ IDISTeqa/ DRy @ CC1/ICONcnf, @ IDATreq: /DT
e DRy /IDISind,  DT>/—s,

ICONreqi/CR1 ¢ CRy/ICONind, ¢ ICONrspy/CCo @ IDISTeqs /DRy @ CC1/ICONcnf, @ IDATreq: /DT
o DTQ/—Q [ ) DRl/IDISZTLdl

}

ATS;n,S || ATSres,lﬂ4 = {
ICONreqi/CR1 @ CR2/ICONind; ¢ ICONTsp2/CCy ¢ CC1/ICONcnf1 ¢ IDATreq:/DT1 @ DT>/IDATinds
o —/AKy; ¢ AK1/—1 @ IDATreq1 /DTy ¢ IDISreq2/DRy @ DRy /IDISind, @ DT5/—2,

ICONreqi/CR1 @ CR2/ICONind; ¢ ICONTsp2/CCy ¢ CC1/ICONcnf1 ¢ IDATreqi/DT1 @ DT> /IDATinds
o 72/AK2 ° AK1/71 [ ] IDATreql/DT1 L] [DISTGQQ/DRQ [ ] DTQ/*Q L] DR1/ID]Sind1,

ICONreqi/CR1 @ CR2/ICONind; e ICONTsp2/CCy ¢ CC1/ICONcenf1 ¢ IDATreqi/DT1 @ DT> /IDATinds
o —/AKy @ AK1/—1 @ IDISreq2/DRy @ IDATreqi/DT1 @ DR1/IDISind, @ D15/—2,

ICONreqi/CR1 @ CR2/ICONind; ¢ ICONTsp2/CCy ¢ CC1/ICONcenf1 ¢ IDATreq1/DT1 DT> /IDATinds
o —»/AK, e AK,/—1 e IDISreqs/ DRy o IDATreqi /DTy o DTs/—» o DRy /IDISinds,

ICONreqi/CR1 @ CR2/ICONind; ¢ ICONTsp2/CCy ¢ CC1/ICONcenfr e IDATreqi/DT1 @ DT> /IDATinds
o —»/AK, o IDISreqs/ DRy  AK,/—1 @ IDATreqi /DTy ® DRy /IDISind, o DTs/—,

ICONreqi/CR1 @ CR2/ICONind; ¢ ICONTsp2/CCy @ CC1/ICONcenf1 ¢ IDATreqi /DTy ¢ DT> /IDATinds
o —»/AK, e IDISreqs/ DRy  AKy/—1 @ IDATreqi /DTy ® DTs/—» o DR, /IDISind;

}

ATSip 4 || ATSres 1 = {

ICONreqi/CR1 @« CRy/ICONind; @« ICONrsp2/CCo e CC1/ICONcnf, ¢ IDATreq /DTy @ DTo/IDATinds
o —,/AK; @ AK,/—1 @ IDISreq2/DR> @ DR, /IDISind,,

ICONreqi/CR1 ¢ CR2/ICONind> ¢ ICONTsps/CCo 0 CC1/ICONcnfi e IDATreq: /DTy @ DT> /IDATinds
o —2/AK2 o [DIST’@QQ/DRQ [ ] AK1/—1 L] DRl/ID[Sanl

}

ATS;n,E) || ATsres,S = {
ICONT€Q1/0R1 L] CRQ/]CONindQ ° IDIST@QQ/DRQ (] DR1/ID[Sind1

}

Step 2.7: Based on ATS;, ATSg, and ATS; 2, check whether N; and Ny meet the composition criteria C'Cy

and CCy, i.e., whether for each test case ATS; (ATSg), there is a matching test case of Ny (N7). Yes: Continue
with Step 2.8; No: Stop.

Unspecified reception: False

Deadlocks: False

Step 2.8: For each test case in ATS; o: Merge adjacent test case elements in case where (1) the internal

output of the first matches the internal input of the second, and (2) the output is the only signal in the queue
after being sent. Replace internal inputs and outputs by “-”, and remove test case elements “-/-”. (Remaining
- are made anonymous (common index 0) in order to remove duplicates resulting from the merge.)

- ATSip res = {ATs;m1 || ATSres 2, ATs;n’Q | ATS,cq 2045 ATS;n’3 | ATS,eq 104> ATs;nA || ATSres,1, ATs;m5 || ATSress}

- ATST&s,in - {}

with:

ATS;, ) || ATSpes 2 = {



ICONreq1 /ICONind2 @ ICONrsp2/ICONcnf1 @ IDISreqs/IDISind;,
ICONreqi /ICONinds @ ICONTspa/—o ® IDISreqa/—0 ® —o/ICONcnf1 o —o/IDISindy

}

ATS;n,Q ” ATsres,204 = {

ICONreqi /ICONinds @ ICONrsp2/ICONcenf1 @ IDATreqi/—o  IDISreqz/IDISindy,
ICONreqi/ICONind, ¢ ICONrsps/ICONcnf, @ IDATreqi/—o ® IDISreqs/—o ® —o/IDISind,
ICONreqi/ICONind, ¢ ICONrsp2/ICONcnf, @ IDISreqa/—o @ IDATreqi/—o ® —o/IDISind,
ICONreq1 /ICONind, « ICONTsps/—o @ IDISreqz/—o ® —o/ICONcnfi ¢ IDATreqi/—o  —o/IDISind:

}

ATS;n,3 H ATSres,lrM: = {

ICONreqi /ICONinds @« ICONrspas/ICONcnf1 e IDATreqi/IDATinds @ IDATreq1/—o @ IDISreq2/IDISinds,

ICONreqi /ICONind, @« ICONrsps/ICONcnf, @ IDATreq1/IDATind> @ IDATreqi/—o @ IDISreqs/—o
e —o/IDISind;,

ICONreqi /ICONind, ¢ ICON7rsp2/ICONcnf1 @ IDATreqi/IDATind> @ IDISreqa/—o ¢ IDATreqi/—o
o —o/IDISind,

}
ATS 4 || ATSrest = {

ICONreq1 /ICONinds @ ICONrsp2/ICONcenfi @ IDATreqi /IDATindy ¢ IDISreqe/IDISindy,
ICONreqi /ICONinds ¢ ICONTsps/ICONcnf, @ IDATreqi/IDATind2 ¢ IDISreqs/—o ® —o/IDISind;

}

ATS;, 5 || ATSress = {

ICONreqi /ICONind> ® IDISreqs/IDISind:

Step 2.9: Execute the test.
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C-Method applied to FSMpreqsimprercp and FSM gedsimpleTC P

Automatically generated by c_method.py

December 5, 2008

Step 2.1: Remove all transitions of N; and Ns that yield an error output. These transitions have already
been tested during component testing, and need not to be tested again.

Step 2.2: Build the initial tour coverage trees for N1 (FSMpedsimpiercp) and Ny (FSMRedSimplercp), and
determine all maximal paths, i.e., all path that start at the root node and end at a leaf node, constituting
augmented test suites ATSredSimpieTc P a0d ATSRedSimpleTCP-

- ATSRedSimpleTCP = {ATSRedSimpleTCP,h ATSRedSimpleTCP,2, ATSRedSimpleTCP,3, ATSRedSimpleTCP,4; ATSRedSimple TCP,5,
ATSRedSimpleTCP,6, ATSRedSimpleTCP,7, ATSRedSimpleTCP,8, ATSRedSimpleTCP,9; ATSRedSimpleTCP,10;, ATSRedSimpleTCP,11,
ATSRedSimpleTCP,12, ATSR&dSimpleTCP,lZS}

ATSRedsimplercp,1 = {SYN/SYN_ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF/-}

ATS peasimplercpa = {SYN/SYN_ACKS, Close/FIN, ACKS/-, ACKF/-, FIN/ACKF}

ATS Reasimplercrs = {SYN/SYN_ACKS, ACKS/-, Close/FIN, FIN/ACKF, ACKF/-}
ATSReasimptercpa = {SYN/SYN_ACKS, ACKS/-, Close/FIN, ACKF/-, FIN/ACKF}
ATSRedSimpleTCP,5 = {SYN/SYNACKS, ACKS/-, FIN/ACKF, Close/FIN, ACKF/—}

ATS Reasimptercrs = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF, ACKF/-}
ATSRedSimpleTCP,7 = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF/-, FIN/ACKF}
ATSRedSimpleTCP,8 = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN, ACKF/-}
ATSRedSimpleTCP,9 = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF/-}
ATS peasimplercpio = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF /-, FIN/ACKF}
ATS Reasimpiercrn = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKF, ACKF/-}
ATS Reasimplercpiz = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF /-, FIN/ACKF }

ATS peasimptercpas = {aOpen/SYN, SYN_ACKS/ACKS, FIN/ACKF, Close/FIN, ACKF/-}

Step 2.3’ From the augmented test cases, remove all local tours, i.e., (sub)sequences of test case elements
that (1) start and end in the same state, and (2) contain only external inputs and outputs. They have already
been checked during component testing, and need not be tested again.

- ATSRedSimpleTCP = {ATSRedSimpleTCP,la ATSRedSimpleT'CP,2, ATSRedSimpleTCP,3, ATSRedSimpleTCP,4, ATSRedSimpleTCP,5,
ATSRedSimpleTCP,65; ATSRedSimpleTCP,7, ATSRedSimpleTCP,8, ATSRedSimpleTCP,9, ATSRedSimpleTCP,10; ATSRedSimpleTCP,11,
ATSRedSimpleTCP,12, ATSRedSimpleTCP,13}

ATSRedsimptercr,1 = {SYN/SYN_ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF/-}
ATSRedsimplercp,2 = {SYN/SYN_ACKS, Close/FIN, ACKS/-, ACKF/-, FIN/ACKF}
ATSRedsimptercr,s = {SYN/SYN_ACKS, ACKS/-, Close/FIN, FIN/ACKF, ACKF/-}
ATSRedsimptercpa = {SYN/SYN_ACKS, ACKS/-, Close/FIN, ACKF/-, FIN/ACKF}
ATSRedsimptercr,s = {SYN/SYN_ACKS, ACKS/-, FIN/ACKF, Close/FIN, ACKF/-}
ATSRedSimpleTCP,6 = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF, ACKF/-}
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ATSRedSimpleTCP,7 = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF/-, FIN/ACKF}
ATS Reasimptercors = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN, ACKF/-}
ATS easimptercrs = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF/-}
ATS peasimpieropio = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF/-, FIN/ACKF}
ATS peasimpierorat = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKF, ACKF/-}
ATS Reasimptercpaz = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF /-, FIN/ACKF}
ATSRedSimpleTCP,13 = {aOpen/SYN, SYN_ACKS/ACKS, FIN/ACKF, Close/FIN, ACKF/—}

Step 2.4”: From the augmented test suites ATSreqSimplercP (ATSRedSimpleTcp), remove all internally trig-
gered test cases, i.e., those test cases that are triggered by N; and Ns.

- ATSRedS’melETCP - {ATSRedSzmpleTCP 1 ATSRedSrmpleTCP 2 ATSRedS’zmpleTCP 3 ATSRedSzmpleTCP 45 ATSRedSzmpleTCP 59

ATSRedSzmplcTCP 65 ATSRﬁdSzmpleTCP 75 ATSREdSzmpleTCP 8}

ATS peasimptercra = {a0pen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF, ACKF/-}
ATS/RedSimpleTCPﬂ = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF/-, FIN/ACKF}
ATSlRedSimpleTcp,g, = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN, ACKF/-}
ATSIRedSimpleTC’PA = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF/-}
ATS peasimprercrs = {aOpen/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF /-, FIN/ACKF}
ATS peasimplercre = {a0pen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKF, ACKF/-}
ATS/RedSimpleTCPJ = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF/-, FIN/ACKF}

ATS/R,edSimplcTCP,8 = {aOpen/SYN, SYN_ACKS/ACKS, FIN/ACKF, Close/FIN, ACKF/—}

Step 2.5: Remove the maximum suffix that does not contain an interaction with the other component. These
test elements have been checked already.

- ATSRedSzmpl@TCP - {ATSRedSzmpleTcP 1 ATSRedSZ'mpleTCP 29 ATSRedS'meleTCP 39 ATSRedSzmpleTCP 45 ATSRedS'meleTCP 59

ATSRedSmpzeTCP 65 ATSRedSmpleTCP 75 ATSRedSmpleTCP s}

ATS peasimptercpa = {aOpen/SYN, SYN/ACKS, ACKS/-, Close/FIN, FIN/ACKF, ACKF/-}
ATSpegsimprercpa = {a0pen/SYN, SYN/ACKS, ACKS/-, Close/FIN, ACKF /-, FIN/ACKF }
ATS;%edSimpleTcP’g = {aOpen/SYN, SYN/ACKS, ACKS/-, FIN/ACKF, Close/FIN, ACKF/-}
ATS peasimptercpa = {a0pen/SYN, SYN/ACKS, Close/FIN, ACKS/-, FIN/ACKF, ACKF/-}
ATSeqsimprercps = {a0pen/SYN, SYN/ACKS, Close/FIN, ACKS/-, ACKF /-, FIN/ACKF }
ATS/RedSimpleTCP,G = {aOpen/SYN, SYN_ACKS/ACKS, Close/FIN, FIN/ACKF, ACKF/-}
ATS peasimptercpr = {a0pen/SYN, SYN_ACKS/ACKS, Close/FIN, ACKF /-, FIN/ACKF}

ATS;?edSimpleTcp’s = {aOpen/SYN, SYN_ACKS/ACKS, FIN/ACKF, Close/FIN, ACKF/—}

Step 2.6: For each test case ATC;; of the augmented test suite ATS; after Step 2.5, find a concatenation of
augmented test cases ATCy j, ... j, of Ny from Step 2.3’ such that ATCy ; H ATCg j,.....j, is complete, and determine
ATC1,24j1,....jn = ATC1; || ATCa j, . j., yielding the concurrent augmented test suite ATS; ». Analogously for
each test case ATCy; of ATS;. The signal-index marks the affiliation to the corresponding FSM.

’ !
- ATSRedSimpleT CP,RedSimpleTCP = {ATSRedSimpleTCP,l || ATS RedsimpleTc P65 ATS ReasimpteTcp,2 || ATSRedsimpleTC P8,
’ 7 !’
ATSRedSimpleTCP,3 || ATSRedSimpleTCP,7, ATS RedSimpleTCP,4 || ATSRedSimpleTCP,65 ATSRedSimpleTCP,5 || ATSRedSimpleTCP,8,

’ 7 ’
ATS RedSimpleTCP,6 H ATSRedSimpleTCP,1, ATS RedSimpleTCP,7 H ATSRedSimpleTCP,5; ATSRedSimpleTCP,8 H ATSRedSimpleTCP,2}



with:

!
ATSRedSimpleTCP,l H ATSRedSimpleTCP,6 = {

aOpen1/SY N1 @ aOpenz/SY N2 @ SYN1/ACK S, ¢ SYN2/ACKS> ¢ ACKS1/—1 e Closei/FIN, ¢ ACKS>/—2
e Closea/FIN; @ FIN,/ACKF, @ FIN;/ACKF, ¢ ACKF,/—1 ® ACKF,/—3,
aOpeni1/SY N1 @ aOpena/SY N> @ SYN1/ACKS, ¢ SYN2/ACKS> « ACKS1/—1 e Closei/FIN, ¢ ACKS>/—2
o ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFQ/—Q ° 146’[(1'71/—17
aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/ACKSl L SYN2/ACKS2 o ACKSl/—l (] Closel/FINl L] ACKSQ/—Q
o CZOSEQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFl/fl [ ] ACKFQ/*Q,
aOpeni1/SY N1 @ aOpena/SY N2 @ SYN,1/ACKS, ¢ SYN2/ACKS; « ACKS1/—1 e Closei/FIN, ¢ ACKS2/—2
° ClOS@z/F[NQ o FINQ/ACKFQ [ F]Nl/ACKFl [ ] ACKFQ/—2 [ ] A(/\'[(F’l/—l7
aOpenl/SYN1 [ ] aOpenz/SYNg [ ] SYNl/AC’KSl L] SYNQ/ACKSQ ° ACKS1/—1 (] ACKSQ/—Q L] Cl08€1/FIN1
e Closez/FIN; @ FIN;/ACKF; @ FIN;/ACKF, ¢ ACKF,/—1 ® ACKFy/—2,
aOpen1/SY N1 @ aOpenz /SY N, @« SYN,1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FINy
e Closes/FIN; @ FIN;/ACKF, @ FIN;/ACKF, ¢ ACKF,/—3 ¢ ACKF,/—1,
aOpenl/SYNl [ ] aOpenz/SYNg (] SYNl/ACKSl L] SYNQ/ACKSQ ° ACKSl/—l (] ACKSQ/—Q L] ClOSGl/FINl
o CZOSGQ/FINQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1’7‘2/—27
aOpeni1/SY N1 @ aOpenz/SY N> « SYN1 /ACK S, ¢ SYNyJACKS; ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FINy
L] CZOSQQ/FINQ [ ] FINQ/ACKFQ [ FINl/ACKFl (] ACKFQ/—Q (] ACKFl/—1,
aOpeni1/SY N1 @ aOpena/SY N> @ SYN1/ACKS, ¢ SYN2/ACKS; ¢ ACKS1/—1 0 ACKS>/—2 e Closea/ FIN,
L] ClOSBl/F[Nl [ ] FINl/ACKF1 o FINQ/AOKFQ [} ACKF1/—1 ° ACKFQ/_27
aOpen1/SYN1 [ ] aOp@nz/SYNg L] SYNl/AC’KSl L] SYN2/ACKS2 o ACKS1/—1 (] ACKSQ/—Q ° ClOS@Q/FINQ
e Close1/FIN; @ FIN;/ACKF; @ FIN;/ACKF, ¢ ACKF,/—3 © ACKFy/—1,
aOpen1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS; ¢ ACKS1/—1 0 ACKS2/—2 e Closea/ FIN»
° ClOS@l/F[Nl [ ] FINQ/ACKFQ [ F]Nl/ACKFl ] ACKFl/—l ] ACKFQ/_27
aOpem/SYNl [ ] aOpenz/SYNg o SYN1/ACK51 [ ] SYNQ/ACKSQ [ ] ACKS1/—1 [ ] ACKSQ/—Q [ ] C’lose2/FIN2
o Closel/FINl [ ] FINQ/ACKFQ L] FINl/ACKFl [} ACKFQ/—Q [ ] 146’[(1*—‘1/—17
aOpeni1/SY N1 @ aOpenz/SY N> @ SYN,1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
e Closea/FIN; @ FIN,/ACKF, @ FIN;/ACKF, ¢ ACKF,/—1 ® ACKF,/—3,
aOpen1/SY N1 e aOpens/SY Ny ¢ SY N, JACK S, ¢ SYN2/ACKS; ¢ ACKSy/—2 ¢ ACKS1/—1 @ Close1 / FIN:
o CZOSeQ/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFQ/—Q ° 146’[(1’7‘1/—17
aOpenl/SY]\G [ ] aOpenz/SYNz [ ] SYNl/ACKSl L] SYNQ/ACKSQ o ACKSQ/—Q (] AOKSl/—l L] 010861/F1N1
o CZOSEQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl L] ACKFl/fl [ ] ACKF2/*2,
aOpen1/SY N1 @ aOpenz/SY N2 @ SYN,1 /ACK S, ¢ SYNy JACK Sy ¢ ACKS2/—2 ¢ ACKS1/—1 @ Close1/FIN:
L] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ ] F]Nl/AOKFl [ ] ACKFQ/—2 [ ] ACKFl/—l,
aOpen1/SYN1 [ ] aOpenz/SYNg [ ] SYNl/ACKSl L] SYNQ/ACKSQ o ACKSQ/_Q (] ACKSl/—1 ° OZOSGQ/FINQ
e Close1/FIN; @ FIN;/ACKF; @ FIN;/ACKF, ¢ ACKF,/—1 ® ACKFy/—2,
aOpeni/SY N1 @ aOpena/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACKS:/—2 0 ACKS1/—1 ® Closea/ FIN,
e Close1/FIN, @ FIN,/ACKF, @ FIN;/ACKF, ¢ ACKF5/—3 ¢ ACKF,/—1,
aOpem/SYNl [ ] aOpenz/SYNg L] SYNl/ACKsl L] SYNQ/ACKSQ ° ACKSQ/—Q (] ACKSl/—l L] ClOS@Q/FINQ
[ ] ClOSSl/FINl [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1*—‘2/—27
aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN1/ACK S, ¢ SYN2/ACKS> ¢ ACKS>/—2 0 ACKS1/—1 ® Closea/ FIN,
e Close1/FIN, @ FIN;/ACKF; @ FIN,/ACKF, « ACKF,/—3 ¢ ACKF,/—1,
aOpen1/SY N1 @ aOpenz/SY N> @ SYN,1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 e Closea/ FIN, ¢ ACKS1/—1
o ClOS@l/F[Nl [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFl/—l (] 146’[(1'72/—27
aOpen1/SYN1 [ ] aOpeTLQ/SYNQ [ ] SYNl/AC’KSl L] SYN2/ACKSQ o ACKS2/_2 L] CZOSEQ/FINQ L] ACKSl/—1
e Close1/FIN, @ FIN;/ACKF; @ FIN;/ACKF, ¢ ACKF,/—3 ¢ ACKFy/—1,
aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN,1 /ACK S, ¢ SYNy JACK Sy ¢ ACKS2/—2 e Closea/ FIN, ¢ ACKS1/—1
° ClOS@l/F[Nl [ ] FINQ/ACKFQ [ ] F]Nl/ACKFl ] ACKFl/—l ] ACKFQ/_27
aOpen1/SY N, e aOpeny /SY N, ¢ SY N, /ACK S, ¢ SYN2/ACKS; ¢ ACKS3/—2 @ Closes/ FIN, @« ACK S1/—1
e Close1/FIN; @ FIN;/ACKF, @ FIN,/ACKF, ¢ ACKF,/—3 © ACKF,/—1,
aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ ACKS1/—1 e Closei/FIN, ¢ ACKS2/—2
e Closea/FIN; @ FIN;/ACKF, @ FIN;/ACKF, ¢ ACKF,/—1 ® ACKF,/—3,
aOpen1/SY N1 e aOpens /SY Ny ¢ SY N2 JACK S, ¢ SYN,1/JACK S, ¢ ACKS1/—1 e Close1 /FIN, @« ACKS>/—>
° CZOSGQ/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFQ/—Q [ ] 146’[(1’7‘1/—17
aOpeni/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 ¢ ACKS1/—1 e Close1/FIN, ¢ ACKS>/—»
L] CZOSGQ/FINQ [ ] FINQ/ACKFQ [ FINl/ACKFl L] ACKFl/—l [ ] ACKFQ/—Q,



aOpen1/SY N1 @ aOpena/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS1/—1 e Closei/FIN, ¢ ACKS2/—2
[ ] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFQ/—2 [ ] AC’[(}“—’l/—l7

aOpen1/SY N1 @ aOpenz/SY N2 @ SY Ny JACK S, ¢ SYN1JACKS, ¢ ACKS1/—1 ¢ ACKS3/—2 @ Close1 /FIN:
o ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFl/—l [} ACKFQ/_27

aOpen1/SY N1 e aOpens/SY Ny ¢ SY N2 JACK S> ¢ SYN,: JACK S, ¢ ACKS1/—1 ¢ ACKS3/—2 e Closey / FIN:
L] ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFQ/—Q ° 146’[(1’7‘1/—17
aOpenl/SYNl oaOpenz/SYNgoSYNg/ACKS’QOSYNl/ACKsloACKSl/—l .ACKSQ/—Q.CZOSG:[/FIN:[
° CZOSGQ/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1’7‘2/—27
aOpenl/SYNl oaOpenz/SYNg L] SYNQ/ACKSQ L] SYNl/ACKSl OACKSl/—l (] ACKSQ/—Q .ClOS@1/FIN1
[ ] ClOSGQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFQ/—Q [ ] 146’[(1*—‘1/—17
llOpeTL1/SYN1 oaOpenz/SYNg [ SYNQ/ACKSQ o SYN1/ACKS1 OAOKS1/—1 ° ACKSQ/—Q OClOS@z/FINg
o Closel/FINl [ ] FIN1/ACKF1 L] FINQ/ACKFQ [ ] ACKFl/fl [ ] 146’1:('1'7‘2/*27

aOpen1/SYN1 [ ] aOpenz/SYNg L] SYNQ/ACKSQ L] SYN1/ACKS1 o ACKS1/—1 (] ACKSQ/—Q ° CZOSGQ/FINQ
e Close; /FIN, @ FIN,/ACKF, @ FIN;/ACKF; ¢ ACKF,/—3 @ ACKF,/—1,

aOpen1/SYN1 [ ] aOp@nz/SYNg [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKS1/—1 (] ACKSQ/—Q ° ClOS@Q/FINQ
e Close; /FIN, ® FIN;/ACKF, @« FIN,/ACKF, @« ACKF,/—, @ ACKFy/—,

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNQ/ACKSQ L SYNl/ACKsl o ACKSl/—l (] ACKSQ/—Q L] Cl05€2/F1N2
e Close1/FIN, @ FIN:/ACKF> @ FIN;JACKF; ¢« ACKF5/—3 ¢ ACKF1/—1,
aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNQ/ACKSQ [ ] SYNl/ACKSl [ ACKSQ/—Q (] AOKSl/—l [ ] 010561/F1N1
L] CZOSGQ/FINQ [ ] FIN1/ACKF1 L] FINQ/ACKFQ (] ACKFl/—l [ ] AOKFQ/—Q,
aOpeni1/SY N1 @ aOpenz/SY N> @ SY N2 JACKS> ¢ SYN1/JACKS: ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
e Closea/FIN, @ FIN:/ACKF, @ FIN;JACKF; ¢ ACKF>/—3 ¢ ACKF1/—1,
aOpen1/SY N1 @ aOpenz/SY N> @ SY N2 JACK S ¢ SYN1/JACKS: ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
e Closea/FIN, @ FIN2/JACKF> ¢ FIN;JACKF; ¢« ACKF,/—1 ¢ ACKF>/—3,
aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 /ACKS; ¢ SYN1JACKS: ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
e Closes/FIN; @ FIN;JACKF> @ FIN;JACKF, ¢« ACKF>/—> @« ACKF/—1,
aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 0 ACKS1/—1 e Closea/ FIN»
L] Closel/FINl [ ] FINl/ACKFl L] F[Nz/ACKFZ (] ACKFl/—l (] ACKFQ/—Q,

aOpeni1/SY N1 @ aOpena/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 ¢ ACKS1/—1 ® Closea/ FIN,
° ClOS@l/F[Nl [ ] FINl/ACKFl [ ] F]N2/ACKF2 ] ACKFQ/—Z [ ] ACKFl/—l,

aOpeni1/SY N1 @ aOpena/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 0 ACKS1/—1 @ Closea/ FIN,
L] ClOSBl/F[Nl o FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFl/—l ] 1‘16’[(}“—12/—27

aOpen1/SY N1 @ aOpena/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 ¢ ACKS1/—1 e Closea/ FIN,
o ClOSBl/F[Nl [ ] FINQ/ACKFQ o FINl/AOKFl ° ACKFQ/—Q [ ] ACKFl/—l,

aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACK S, ¢ SYN1JACK S, ¢ ACKS2/—2 e Closea/ FIN, ¢ ACKS1/—1
L] ClOS@l/F[Nl [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFl/—l [ ] 146’[(1'72/—27

aOpen1/SY N1 e aOpeny /SY Ny ¢ SY Ny JACK S> ¢ SYN,:/JACKS, ¢ ACKS3/—2 e Closes/ FIN, @« ACK S1/—1
° ClOSGl/F[Nl [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFQ/—Q ° 146’[(1’7‘1/—17
aOpen1/SY N1 e aOpeny /SY Ny ¢ SY Ny JACK S> ¢ SYN,/JACK S, ¢ ACKS3/—2 e Closes/ FIN, @« ACK S1/—1
[ ] ClOSSl/FINl [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1*—‘2/—27
aOpen1/SY N1 e aOpeny/SY Ny ¢ SY Ny JACK S, ¢ SYN, JACKS, ¢ ACKS3/—2 e Closes/ FIN, @« ACK S1/—1
o Closel/FINl [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFQ/—Q [ ] 146’1"(1*—‘1/—17

aOpenz/SYNg [ ] aOpenl/SYN1 [ ] SYNl/AC’KSl L] SYNQ/ACKSQ ° ACKS1/—1 (] Closel/F[Nl L] ACKSQ/—Q
e Closey/FIN; @ FIN,JACKF, @ FIN,/ACKF, ¢ ACKF,/—1 @ ACKFy/—,

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNl/AC’KSl L] SYN2/ACKS2 o ACKS1/—1 (] Closel/F[Nl L] ACKSQ/—Q
e Closey/FIN; @ FIN,/JACKF, @ FIN,/ACKF; ¢ ACKF,/—3 @ ACKF,/—1,

aOpenz/SYNg [ ] aOpen1/SYN1 L] SYNl/ACKSl L SYN2/ACKSQ o ACKS1/—1 L] Closel/FINl L] ACKSQ/—Q
o CZOSEQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl L] ACKFl/fl [ ] ACK‘FQ/*Q,
aOpenz /SY N2 @ aOpen, /SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACKS1/—1 e Close1/FIN, ¢ ACKS>/—»
L] CZOSEQ/FINQ [ ] FINQ/ACKFQ [ FINl/ACKFl [ ] AOKFQ/*Q [ ] ACKF1/71,
aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYN>;JACKS; ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FIN:
L] CZOSQQ/FINQ [ ] F.IN1/ACKF1 [ FINQ/ACKFQ ® ACKFl/—l [ ] ACKFQ/—Q,
aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACKS; ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FINy
e Closea/FIN, @ FIN:/ACKF, @ FIN;JACKF; ¢ ACKF5/—3 ¢ ACKF1/—1,
aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FINy
e Closea/FIN, @ FIN2/JACKF> ¢ FIN;JACKF; ¢ ACKF,/—1 ¢ ACKF>/—3,



aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNy JACK Sy ¢ ACKS1/—1 ¢ ACKS3/—2 @ Close1 /FINy
[ ] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFQ/—2 [ ] AC’[(}“—’l/—l7

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; ¢ ACKS1/—1 0 ACKS>/—2 e Closea/ FIN,
o ClOS@l/F[Nl [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFl/—l [} ACKFQ/_27

aOpeny/SY N2 @ aOpen, /SY N1 ¢ SY N, /ACK S, ¢ SYN2JACKS> ¢ ACKS1/—1 ¢ ACKS3/—2 e Closea/ FIN,
L] ClOS@l/F[Nl [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFQ/—Q ° 146’[(1’7‘1/—17
aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNl/ACKSl L] SYNQ/ACKSQ ° ACKSl/—l (] ACKSQ/—Q ° ClOSeg/FINQ
° ClOSGl/F[Nl [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1’7‘2/—27
aOpenz/SYNg [ ] aOpenl/SYNl L] SYNl/ACKsl L] SYNQ/ACKSQ ° ACKSl/—l (] ACKSQ/—Q L] ClOS@Q/FINg
[ ] Closel/FINl [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFQ/—Q [ ] 146’[(1*—‘1/—17
aOpeng/SYNg [ ] aop€n1/SYN1 [ SYNl/AC’KSl o SYNQ/ACKSQ [ AOKS2/_2 ° ACKS1/—1 o Cl0861/FIN1
o ClOSGQ/FINQ [ ] FIN1/ACKF1 L] FINQ/ACKFQ [ ] ACKFl/fl [ ] 146’1:('1'7‘2/*27

aOpenz/SYNg [ ] aOpen1/SYN1 L] SYNl/AC’KSl L] SYNQ/ACKSQ o AOKSQ/_Q (] ACKSl/—1 ° Cl08€1/FIN1
e Closey/FIN; @ FIN,/JACKF, @ FIN,/ACKF; ¢ ACKF,/—3 @ ACKF,/—1,

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNl/AC’KSl L SYN2/ACKS2 o ACKSQ/_Q (] ACKSl/—1 ° 010561/FIN1
o CZOSEQ/FINQ [ ] FINQ/ACKFQ o FINl/ACKFl ® ACKFl/fl [ ] ACKFQ/*Q,

aOpenz/SYNg [ ] aop€n1/SYN1 [ ] SYNl/AC’KSl L SYN2/ACKSQ o ACKSQ/—Q (] ACKSl/—l L] Closel/FIN1
o CZOSEQ/FINQ [ ] FINQ/ACKFQ ° FINl/ACKFl [ ] ACKFQ/*Q [ ] AC‘KVF‘1/717
aOpeng/SYNg [ ] aOpenl/SYNl [ ] SYNl/AC’KSl [ ] SYNQ/ACKSQ [ ACKSQ/—Q (] AOKSl/—l [ ] ClOSEQ/FINQ
L] Closel/FINl [ ] FIN1/ACKF1 L] FINQ/ACKFQ (] ACKFl/—l [ ] AOKFQ/—Q,
aOpenz /SY N2 @ aOpen,/SY N1 @ SYN1/ACK S, ¢ SYN2/ACKS> ¢ ACKS>/—2 0 ACKS1/—1 ® Closea/ FIN»
e Close1/FIN, @ FIN:/ACKF, @ FIN;JACKF; ¢ ACKF>/—3 ¢ ACKF1/—1,
aOpenz /SY N2 @ aOpen, /SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACKS:/—2 0 ACKS1/—1 e Closea/ FIN,
e Close1/FIN, @ FIN2/ACKF> ¢ FIN;/JACKF; ¢« ACKF,/—1 ¢ ACKF>/—3,
aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACKS;/—2 ¢ ACKS1/—1 e Closea/ FIN»
e Close1/FIN, @ FIN;/JACKF> @ FIN;/JACKF, ¢« ACKF,/—> @« ACKF/—1,
aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS>/—2 @ Closea/ FIN, ¢ ACKS1/—1
L] Closel/FINl [ ] FINl/ACKFl L F[Nz/ACKFZ (] ACKFl/—l (] ACKFQ/—Q,

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN,1/ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 @ Closea/FIN, ¢ ACKS1/—1
° ClOS@l/F[Nl [ ] FINl/ACKFl [ F]N2/ACKF2 ] ACKFQ/—Z [ ] ACKFl/—l,

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 @ Closea/ FIN, ¢ ACKS1/—1
L] ClOSBl/F[Nl [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFl/—l [ ] 1‘16’[(}“—12/—27

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 @ Closea/ FIN, ¢ ACKS1/—1
o ClOSBl/F[Nl [ ] FINQ/ACKFQ ° FINl/AOKFl ° ACKFQ/—Q [ ] ACKFl/—l,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYNy/JACKS; ¢ SYN1/ACKS1 @« ACKS1/—1 e Closei/FIN, ¢ ACKS>/—2
o ClOS@Q/F[NQ [ ] FINl/ACKF1 ° FINQ/ACKFQ [} ACKFl/—l [} 146’[(1'72/—27

aOpeny/SY N2 @ aOpen, /SY N1 ¢ SY N> /ACK S, ¢ SYN,1/JACK S, ¢ ACKS1/—1 e Close1 /FIN, @« ACKS>/—>
o CZOSGQ/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFQ/—Q [ ] 146’[(1’7‘1/—17
aOpeny/SY N2 @ aOpen, /SY N1 ¢ SY N2 /ACK S, ¢ SYN,/JACK S, ¢ ACKS1/—1  Close1/FIN, @« ACKS>/—>
[ ] ClOSSQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1*—‘2/—27
aOpeny/SY N2 e aOpen, /SY N, ¢ SY N> /ACK S, ¢ SYN,/JACKS, ¢ ACKS:/—1  Close1 /FIN, @« ACKS>/—>
o ClOSGQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl [} ACKFQ/—Q [ ] 146’1"(1*—‘1/—17

aOpenz/SYNg [ ] aOpenl/SYN1 [ ] SYNQ/ACKSQ L] SYN1/ACKS1 o ACKS1/—1 (] ACKSQ/—Q L] Cl05€1/FIN1
e Closey/FIN; @ FIN,/ACKF, @ FIN,/ACKF, ¢« ACKF,/—1 @ ACKFy/—,

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKS1/—1 (] ACKSQ/—Q L] 010561/FIN1
e Closey/FIN; @ FIN,JACKF, @ FIN,/JACKF; ¢ ACKF,/—3 @ ACKF,/—1,

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKS1/—1 (] ACKSQ/—Q L] 010561/FIN1
o CZOSEQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl L] ACKFl/fl [ ] ACK‘FQ/*Q,
aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACKS; ¢ SYN1/JACKS; ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FIN:
L] CZOSEQ/FINQ [ ] FINQ/ACKFQ [ FINl/ACKFl [ ] AOKFQ/*Q [ ] ACKF1/71,
aOpenz /SY N2 @ aOpen, /SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 ¢ ACKS1/—1 0 ACKS2/—2 e Closea/ FIN»
L] Closel/FINl [ ] F.IN1/ACKF1 [ FINQ/ACKFQ ® ACKFl/—l [ ] ACKFQ/—Q,
aOpenz /SY N2 @ aOpen,/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 ¢ ACKS1/—1 0 ACKS2/—2 e Closea/ FIN»
e Close1/FIN, @ FIN:/ACKF, ¢ FIN;JACKF; ¢ ACKF5/—3 ¢ ACKF1/—1,
aOpenz /SY N2 @ aOpen,/SY N1 ¢ SY N2 /JACKS; ¢ SYN1/ACKS1 ¢ ACKS1/—1 0 ACKS2/—2 e Closea/ FIN»
e Close1/FIN, @ FIN2/ACKF> ¢ FIN;/JACKF; ¢« ACKF,/—1 ¢ ACKF>/—3,



aOpenz /SY N2 @ aOpen1/SY N1 @ SYNyJACKS; ¢ SYN1/ACKS1 @ ACKS1/—1 0 ACKS2/—2 e Closea/ FIN»
L] ClOSBl/F[Nl [ ] FINQ/ACKFQ o F]Nl/AOKFl [ ] ACKFQ/—2 [} AC’[(}“—’l/—l7

aOpeng/SYNz [ ] aOpen1/SYN1 L] SYNQ/ACKSQ L SYNl/ACKsl o ACKSQ/—Q (] ACKSl/—l L] Closel/FIN1
o ClOSEQ/FINQ [ ] FIN1/ACKF1 [ FINQ/ACKFQ [ ] ACKFl/fl [ ] ACKFQ/*Q,

aOpenz /SY Ny @ aOpen1/SY N1 @ SY N2 JACK S, ¢ SYN1JACK S, ¢ ACKS2/—2 ¢ ACKS1/—1 @ Close1 /FIN:
L] ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ ° ACKFQ/—Q [ ] 146’[(1'71/—17

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS; ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
o Closes/FINy @ FINyJACKF; ¢ FIN,JACKF, @ ACKF,/—1 ¢ ACKFs/—,

aOpenz/SYNg oaOpenl/SYNl L] SYNQ/ACKSQ L] SYNl/ACKsl .ACKSQ/—Q (] ACKSl/—l .ClOSGl/FINl
° CZOSGQ/FINQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [ ] 146’[(1’7‘1/—17

aOpenz /SY N2 @ aOpen,/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 ¢ ACKS;/—2 0 ACKS1/—1 ® Closea/ FIN,
o Close1 /FINy o FIN;JACKF; ¢ FINyJACKF, o ACKF,/—1 ¢ ACKFs/—s,

llOpe’rLz/SYNz .aop€n1/SYN1 [ ] SYNQ/ACKSQ [ ] SYN1/ACKS1 .AOKS2/_2 ] ACKS1/—1 OClOS@z/FINg
o Closel/FINl [ ] FIN1/ACKF1 o FINQ/ACKFQ [ ] ACKFQ/*Q [ ] 146’1:(1*—‘1/*17

aOpenz /SY N2 @ aOpeny/SY N1 @ SY Ny /JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 0 ACKS1/—1 ® Closea/ FIN,
° ClOS@l/F[Nl [ ] FINQ/ACKFQ [ F]Nl/ACKFl ] ACKFl/—l ° ACKFQ/_27

aOpenz/SYNg [ ] aOpenl/SYN1 [ ] SYNQ/ACKSQ L] SYN1/ACKS1 o ACKSQ/—Q (] ACKSl/—1 ° Cl05€2/F1N2
e Close; /FIN, @ FIN;/ACKF, o« FIN,/ACKF, @ ACKF,/—3 @ ACKF,/—1,

aOpenz /SY Ny @ aOpen1/SY N1 @ SY N2 JACK S, ¢ SYN1JACKS: ¢ ACKS>/—2 e Closea/ FIN, ¢ ACKS1/—1
L] ClOSBl/F[Nl [ ] FIN;[/ACKF:[ [ ] FIN2/AOKF2 [ ] ACKFl/—l [ ] 146'[(1“—12/—27

aOpeng/SYNg [ ] aOpen1/SYN1 [ ] SYNQ/ACKSQ L SYNl/ACKsl o ACKSQ/—Q (] CZOSEQ/FINQ L] ACKSl/—1
e Close; /FIN, @ FIN,/ACKF, @ FIN,/ACKF; ¢ ACKF,/—2 @ ACKF,/—1,

aOpenz/SY Ny @ aOpen1/SY N1 @ SYNy/JACK S, ¢ SYN1JACKS: ¢ ACKS2/—2 e Closea/ FIN, ¢ ACKS1/—1
L] ClOS@l/F[Nl [ ] FINQ/ACKFQ o FINl/ACKFl ° ACKFl/—l [ ] 146’[(1'72/—27

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACKS; ¢ SYN1JACKS: ¢ ACKS>/—2 e Closes/ FIN, @ ACKS1/—1
o Closel/FINl [ ] F.INQ/ACKFQ ° FINl/ACKF1 ® ACKFQ/—Q [ ] ACKFl/—1

}

ATS;aedsmpzeTcp,z H ATSRedSimpleTCP,8 = {
aOpen1/SYN1 [ ] aOpenz/SYNg L] SYNl/AC’KSl L SYNQ/ACKSQ o ACKS1/—1 (] Closel/F[Nl L] ACKSQ/—Q
o FIN;JACKF> ¢ ACKFi/—1 ® Closea/FIN; @ FIN:/ACKF, ¢ ACKF>/—3,
aOpeni/SY N1 @ aOpena/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS; « ACKS1/—1 e Closei/FIN, ¢ ACKS2/—2
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, ® FIN;/ACKF, ¢ ACKF;/—s,
aOpen1/SYN1 [ ] aOpeTLQ/SYNQ [ ] SYNl/AC’KSl L SYN2/ACKSQ o ACKS1/—1 (] ACKSQ/—Q L] Cl08€1/FIN1
L] FINQ/ACKFQ [ ] ACKFl/fl [ ] CZOSCQ/FINQ L] FINl/ACKFl [ ] ACK‘FQ/*Q,
aOpen1/SY N1 @ aOpenz/SY N> @ SYN,1 /ACK S, ¢ SYNy JACK Sy ¢ ACKS1/—1 ¢ ACKSy/—2 @ Close1 /FIN:
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, ® FIN;/ACKF) ¢ ACKF;/—s,
aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/AC’KSl [ ] SYNQ/ACKSQ L] ACKSQ/—Q (] AOKSl/—l [ ] ClOSel/FIN1
L] FINQ/ACKFQ [ ] ACKFl/—l [ ] ClOS@Q/FINg [ FINl/ACKFl [ ] ACKFQ/—Q,
aOpen1/SY N1 e aOpeny /SY Ny ¢ SY N, JACK S, ¢ SYN2/ACKS; ¢ ACKSy/—2 ¢ ACKS1/—1 @ Close1 / FIN:
o FINy/ACKF; o Closes/FIN; ¢ ACKFy/—1 ¢ FIN;JACKF, ¢ ACKFy/—,
aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ ACKS1/—1 e Close1/FIN, ¢ ACKS>/—2
e FIN;,JACKF> @« ACKFi/—1 ® Closea/FINy @ FIN,:/ACKF, ¢ ACKF>/—3,
aOpen1/SY N1 e aOpeny /SY N, ¢ SY N2 JACK S, ¢ SYN, /JACK S, ¢ ACKS1/—1 e Close1 /FIN, @« ACKS>/—>
e FIN;/ACKF> o Closea/FIN, ¢ ACKF1/—1 @ FIN:/JACKF, ¢ ACKF>/—3,
aOpeni/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/JACKS: ¢ ACKS1/—1 ¢ ACKS>/—2 @ Close1 /FIN:
e FIN;JACKF, ¢ ACKF1/—1 e Closea/FIN, @ FIN:/ACKF, @« ACKF»/—3,
aOpenl/SYN1 [ ] aOpenz/SYNg [ ] SYNQ/ACKSQ L] SYN1/ACKS1 ° ACKS1/—1 (] ACKSQ/—Q L] Cl08€1/FIN1
e FIN;/ACKF> o Closea/FIN;, ¢ ACKF1/—1 @ FIN:/JACKF, ¢ ACKF>/—3,
aOpen1/SY N1 @ aOpens/SY N2 @ SY N2 JACKS; ¢ SYN1 JACKS: ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] ClOSGQ/FINz ° F]Nl/ACKFl ° ACKFQ/_27
aOp@’I’L1/SYN1 [ ] aOp@TLQ/SYNQ [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKS2/_2 (] ACKSl/—1 L] 010861/FIN1
e FIN;/ACKF> o Closea/FIN;, ¢ ACKF1/—1 @ FIN:/JACKF, ¢ ACKF>/—3,
aOpenz /SY N2 @ aOpeny/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; « ACKS1/—1 e Closei/FIN, ¢ ACKS2/—2
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ClOS@Q/FINQ ° FINl/AOKFl [ ] ACKFQ/_27
aOpenz /SY N2 @ aOpen,/SY N1 @ SYN1/ACK S, ¢ SYN2/ACKS> ¢ ACKS1/—1 e Close1/FIN, ¢ ACKS>/—»
e FIN;/ACKF> o Closea/FIN; ¢ ACKF1/—1 @ FIN:/JACKF, ¢ ACKF>/—3,



aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNy JACK Sy ¢ ACKS1/—1 ¢ ACKS3/—2 @ Close1 /FINy
o F[NQ/ACKFQ [ ) ACKFl/—l [ ) ClOSGQ/FINQ [ ] F]Nl/AOKFl [ ] 146'[(1“—12/—27

aOpeng/SYNz [ ] aOpen1/SYN1 L] SYNl/ACKSl L SYNQ/ACKSQ o ACKSl/—l (] ACKSQ/—Q L] Closel/FIN1
e FINy/ACKF; o Closea/FIN2 ¢ ACKF,/—1  FIN;/JACKF, ¢ ACKF,/—2,

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 ¢ ACKS1/—1 @ Close1/FIN:
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] Cl05€2/F1N2 o FINl/ACKFl ° 146’[(1'72/—27

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYN>JACK Sy ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1 /FIN:
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, o FIN;JACKF; ¢ ACKFs/—,

aOpeny/SY N2 e aOpen, /SY N1 ¢ SY N2 /ACK S, ¢ SYN,/JACK S, ¢ ACKS1/—1 ® Close1 /FIN, @« ACKS>/—>
L] FINQ/ACKFQ [ ] ACKFl/—l [ ] CZOSeQ/FINQ o FINl/ACKFl [ ] 146’[(1’7‘2/—27

aOpenz /SY N2 @ aOpen,/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 @ ACKS1/—1 e Closei/FIN, ¢ ACKS2/—2
o FIN,/ACKF; o Closes/FIN, @ ACKF,/—1 o FIN;JACKF, o ACKFs/—s,

llOpenz/SYNz [ ] aop€n1/SYN1 [ ] SYNQ/ACKSQ [ ] SYN1/ACKS1 [ ACKS1/—1 [ ] ACKSQ/—Q [ Cl0861/FIN1
L] FINQ/ACKFQ [ ] ACKFl/fl [ ] ClOS@Q/FINQ o FINl/ACKFl [ ] 146’1:(1*—‘2/*27

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN2/JACKS; ¢ SYN1JACKS: ¢ ACKS1/—1 ¢ ACKS3/—2 @ Close1 /FIN:
[ ] F[NQ/ACKFQ ° ClOSGQ/FINQ [ ACKFl/—l [ F]Nl/ACKFl [ ] ACKFQ/_27

aOpe’l’LQ/SYNQ [ ] aOpenl/SYN1 [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKSQ/—Q (] ACKSl/—1 L] Cl05€1/FIN1
o FINy/ACKF; ¢ ACKF;/—1 o Closea/FIN; @ FIN;/JACKF, ¢ ACKF,/—3,

aOpenz /SY Ny @ aOpen1/SY N1 @ SY N2 JACKS; ¢ SYN1JACKS: ¢ ACKS>/—2 ¢ ACKS1/—1 @ Close1/FIN:
o FIN,/ACKF; o Closes/FIN; ¢ ACKF,/—, @ FIN;/ACKF, ¢ ACKF,/—s

}

ATS;zedSimpleTCP,s || ATSRedSimpleTCP,7 = {
aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACKS1/—1 0 ACKS2/—2 e Closea/ FIN»
e FIN;/ACKF; o Close1/FIN, ¢ ACKF>/—3 @ FIN;/JACKF; ¢ ACKFy/—1,
aOpen1/SY N1 e aOpeny /SY N, ¢ SY N, JACK S, ¢ SYN2/ACKS; ¢ ACKS:/—1 ¢ ACKS3/—2 e Closea/ FIN,
L] FINl/ACKFl [ ] ACKFQ/—Q [ ] Closel/FINl o FINQ/ACKFQ [ ] 146’[(1*—‘1/—17
aOpeni/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACKS;/—2 0 ACKS1/—1 e Closea/ FIN»
e FIN,/ACKF, o Close1 /FIN, @« ACKF,/—2 @ FIN,/JACKF, @« ACKF,/—1,
aOpen1/SYN1 [ ] aOpenz/SYNg [ ] SYNl/AC’KSl L] SYNQ/ACKSQ ° ACKSQ/_Q (] ACKSl/—1 L] CZOSGQ/FINQ
e FIN;/ACKF, « ACKF>/—2 @ Close1/FIN, @ FIN;/JACKF> ¢ ACKF1/—1,
aOpeni1/SY N1 @ aOpenz/SY N2, @ SYN,1/ACK S, ¢ SYNy JACK Sy ¢ ACKS2/—2 @ Closea/FIN, ¢ ACKS1/—1
o FIN,/ACKF) e Close1/FIN; @ ACKFy/—3 @ FIN;/ACKF; ¢ ACKF,/—1,
aOpen1/SYN1 [ ] aOpeTLQ/SYNQ [ ] SYNl/AC’KSl L] SYN2/ACKS2 o ACKS2/—2 (] CZOS€Q/FIN2 L] ACKSl/—1
L] FINl/ACKFl [ ] ACKFQ/*Q [ ] Closel/FINl ° FINQ/ACKFQ [ ] ACKFl/fl,
aOpen1/SY N1 @ aOpena/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS1/—1 0 ACKS>/—2 e Closea/ FIN,
o FIN,;/ACKF) o Close1/FIN; @ ACKFy/—3 @ FIN;/ACKF, ¢ ACKF,/—1,
aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNQ/ACKSQ [ ] SYNl/ACKsl L] ACKSl/—l (] AOKSQ/—Q ° ClOSEQ/FINQ
L] FINl/ACKFl [ ] ACKFQ/—Q [ ] Closel/FINl [ FINQ/ACKFQ [ ] ACKFl/—1,
aOpen1/SY N1 e aOpens /SY Ny ¢ SY N2 JACK S, ¢ SYN,1/JACK S, ¢ ACKSy/—2 ¢ ACKS1/—1 e Closea/ FIN,
o FIN,/ACKF, o Close1/FIN; @ ACKFy/—3 ¢ FIN;/ACKF, ¢ ACKF,/—1,
aOpeni1/SY N1 @ aOpenz /SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 ¢ ACKS;/—2 0 ACKS1/—1 e Closea/ FIN»
e FIN;/ACKF, « ACKF;/—2 ® Close1/FIN, @ FIN;/JACKF; ¢ ACKF,/—1,
aOpen1/SY N1 e aOpeny /SY Ny ¢ SY No JACK S> ¢ SYN,/JACK S, ¢ ACKS3/—2 e Closes/ FIN, @« ACK S1/—1
e FIN;/ACKF; e Close1/FIN, ¢ ACKF>/—3 @ FIN;/JACKF; ¢ ACKF1/—1,
aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/JACKS: ¢ ACKS2/—2 e Closes/ FIN, ¢ ACKS1/—1
e FIN,/ACKF, « ACKF5/—2 e Close1/FIN, @ FIN,/JACKF, @« ACKFy/—1,
aOpeTLQ/SYNQ [ ] aOp€n1/SYN1 [ ] SYNl/AC’KSl L] SYNQ/ACKSQ ° ACKS1/—1 (] ACKSQ/—Q L] C’loseg/FINg
e FIN;/ACKF; @ Close1/FIN, ¢ ACKF>/—3 @ FIN;/JACKF> ¢ ACKF1/—1,
aOpenz /SY N2 @ aOpeny/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; ¢ ACKS1/—1 0 ACKS>2/—2 e Closea/ FIN»
[ ] F[Nl/ACKFl o ACKFQ/—Q [ Closel/FINl [ ] F]N2/ACKF2 [ ] ACKFl/—l,
aOp@’I’LQ/SYNQ [ ] aOpen1/SYN1 [ ] SYNl/AC’KSl L SYN2/ACKS2 o ACKS2/_2 (] ACKSl/—1 L] ClOSEQ/FINQ
e FIN;/ACKF; @ Close1/FIN, ¢ ACKF>/—3 @ FIN;JACKF> ¢ ACKF1/—1,
aOpenz /SY N2 @ aOpeny/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; « ACKS;/—2 ¢ ACKS1/—1 e Closea/ FIN>
L] F[Nl/ACKFl [ ] ACKFQ/—Q [ ] ClOS@l/FI]\h ° FINQ/AOKFQ [} ACKFl/—l,
aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYN3JACKS; ¢ ACKS>/—2 e Closes/ FIN, @ ACKS1/—1
e FIN;/ACKF; @ Close1/FIN, ¢ ACKF>/—2 @ FIN;JACKF; ¢ ACKF1/—1,



aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 e Closea/FIN, ¢ ACKS1/—1
L] F[Nl/ACKFl [ ] ACKF2/—2 [ ] ClOS@l/FIN1 o FINQ/AOKF2 [} AC’[(}“—’l/—l7

aOpeng/SYNz [ ] aOpen1/SYN1 L] SYNQ/ACKSQ L SYNl/ACKsl o ACKSl/—l (] ACKSQ/—Q L] ClOS@Q/FINQ
e FIN;/ACKF; & Close1/FIN, « ACKF,/—> ® FIN:/JACKF, ¢ ACKF,/—1,

aOpena /SY N2 @ aOpen1/SY N1 @ SYNyJACKS; ¢ SYN1/ACKS1 @ ACKS,1/—1 0 ACKS>/—2 e Closea/ FIN,
L] F[Nl/ACKFl [ ] ACKFQ/—Q [ ] Cl05€1/FIN1 o FINQ/ACKFQ ° 146’[(1'71/—17

aOpenz /SY N2 @ aOpen,/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 ¢ ACKS>/—2 0 ACKS1/—1  Closea/ FIN,
o FIN;/ACKF; & Closei/FIN; ¢ ACKFs/—2 o FINyJACKF; ¢ ACKF;/—1,

aOpenz/SYNg oaOpenl/SYNl L] SYNQ/ACKSQ L] SYNl/ACKsl .ACKSQ/—Q (] ACKSl/—l .ClOSGQ/FINQ
L] FINl/ACKFl [ ] ACKFQ/—Q [ ] ClOS@l/FIN1 o FINQ/ACKFQ [ ] 146’[(1’7‘1/—17

aOpenz /SY N2 @ aOpen1/SY N1 @ SYNy/ACKS; ¢ SYN1/JACKS: ¢ ACKS>/—2 e Closea/ FIN, ¢ ACKS1/—1
o FIN,/ACKF, e Close1/FIN,  ACKFy/—» ¢ FINyJACKF, o ACKF, /1,

aOpeny/SY N2 @ aOpen, /SY N, ¢ SY N2 /JACK S, ¢ SYN,/JACKS, ¢ ACKS3/—2 e Closes/ FIN, @« ACK S1/—1
L] FINl/ACKFl [ ] ACKFQ/*Q [ ] Closel/FINl L] FINQ/ACKFQ [ ] ACKFl/*l

}

ATSIRedSimpleTCPA H ATSRedSimpleTCP,6 = {
aOpen1/SY N1 @ aOpena/SY N> @ SYN1/ACK S, e Close1 /FIN,; ¢ SYNy JACK Sy ¢ ACKS1/—1 ¢ ACKS2/—2
L] ClOS@Q/F[NQ [ ] FINl/ACKF1 ° FINQ/ACKFQ [ ] ACKFl/—l [ ] 146’[(1'72/—27
aOpeni1/SY N1 @ aOpenz /SY N2 @ SY N1 /ACK S, e Close1 /FIN, ¢ SYN3/JACKS; ¢ ACKS1/—1 ¢ ACKS2/—2
L] CZOSQQ/FINQ [ ] FIN1/ACKF1 L] FINQ/ACKFQ (] ACKFQ/—Q [ ] ACKFl/—1,
aOpen1/SY N1 e aOpeny /SY Ny ¢ SY N1 JACK S, @ Close1 /FIN, ¢ SYN3;/ACK Sy ¢ ACKS1/—1 @ ACKS>/—>
° CZOSGQ/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1’7‘2/—27
aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN1/ACK S, e Close1 /FIN; ¢ SYN3JACKS; ¢ ACKS1/—1 ¢ ACKS2/—2
o Closes/FINs o FIN>/ACKF, ¢ FIN, JACKF, ¢ ACKFy/— o ACKF,/—1,
aOpen1/SY N1 e aOpeny/SY Ny ¢ SY N, /ACK S,  Close1 /FIN, @ SYN;/ACKS; @ ACKSs/—2 @ ACKS1/—1
] ClOSGQ/FINQ [ ] FIN1/ACKF1 L] FINQ/ACKFQ [ ] ACKFl/—l [ ] 146’[(1*—‘2/—27
aOpen1/SY N1 @ aOpenz /SY N2 @ SY N1 /ACK S, e Close1 /FIN, ¢ SYNy/JACKS; ¢ ACKS2/—2 ¢ ACKS1/—1
o Closes/FINs o FIN;/ACKF, o FIN:JACKF; ¢ ACKF/— o ACKF,/—1,
aOpen1/SY Ny e aOpeny/SY Ny ¢ SY N, JACK S, e Close, /FIN, @« SYN;/ACKS; ¢ ACKSs/—2 @ ACKS1/—1
e Closes/FINy o FINs/ACKFy  FIN, JACKF, ® ACKF,/—, & ACKFs/—s,
aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN,1/ACK S, e Close1 /FIN, ¢ SYNy/JACK Sy ¢ ACKS2/—2 ¢ ACKS1/—1
° ClOS@Q/F[NQ [ ] FINQ/ACKFQ [ ] F]Nl/ACKFl [ ] ACKFQ/—2 [ ] A(/\'[(F’l/—l7
aOpen1/SY N1 @ aOpenz/SY N> @ SY N1 /ACK S, e Close1 /FIN, ¢ SYN3/ACKS> ¢ ACKS>/—2 e Closes/ FIN,
o ACKSi/—1 o FIN;JACKF, o FINyJACKF; ¢ ACKF,/—1 & ACKF,/—s,
aOpen1/SY N1 @ aOpena/SY N2 @ SYN1/ACK S, e Close1 /FIN; ¢ SY Ny JACK Sy ¢ ACKS2/—2 @ Closea/ FIN,
[ ] ACKS1/—1 L F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFQ/—Q [ ] ACKFl/—l,
aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/AC’KSl [ ] ClOSEl/FINl L] SYNQ/ACKSQ [ ] ACKSQ/—Q [ ] C’loseg/FINg
e ACKSi/—1 o FINyJACKF, o FIN,JACKF; ¢ ACKF,/—1 o ACKFy/—s,
aOpen1/SY N1 e aOpeny/SY Ny ¢ SY N1 JACK S, e Close1 /FIN, @ SYN;/ACK S, @« ACKS>/—2 @ Closea /FIN,
[ ] ACKS1/—1 L] F[NQ/ACKFQ [ ] FINl/ACKF1 [ ] AOKFQ/—Q [ ] AOKFl/—1,
aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N1 /ACK S, e Close1 /FIN, ¢ SY Ny JACKS; ¢ ACKS>/—2 @ Closes/FIN,
o FIN,/ACKF; ¢ ACKS)/—1 ® FIN,JACKF, » ACKF,/— & ACKF,/—s,
aOpen1/SY N1 e aOpeny/SY Ny ¢ SY N1 JACK S, e Close1 /FIN, @ SYN;/ACKS; @« ACKS>/—2 @ Closey /FIN,
[ ] FINQ/ACKFQ [ ] ACKSl/—l [ ] FINl/ACKF1 [ ] ACKFQ/—Q [ ] ACKFl/—1,
aOpen1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
o Closes/FIN> o FIN;/ACKF, o FIN:JACKF; ¢ ACKF,/— o ACKFy/—s,
aOpen1/SY N, e aOpeny /SY N, ¢ SY N, /ACK S, ¢ SYN2/ACKS; e Close1 /FIN, ¢ ACKS,/—1 @ ACKS>/—>
o Closes/FINy o FIN,/ACKF, @ FIN2JACKF; ¢ ACKFy/— ¢ ACKF1/—1,
aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS; @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
° ClOS@Q/F[NQ o FINQ/ACKFQ [ F]Nl/ACKFl (] ACKFl/—l [ ] ACKFQ/_27
aOpen1/SY N, e aOpeny /SY N, ¢ SY N, /ACK S, ¢ SYNy/ACK S, e Close; /FIN, ¢ ACKS,/—1 @ ACKS>/—>
o CZOSBQ/FINQ [ ] FINz/ACKFQ [ FINl/ACKFl L] ACKFQ/*Q [} ACKFl/fl,
aOpen1/SY N1 @ aOpenz/SY N> @ SYN,1 /ACK S, ¢ SYNy/JACK Sy @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
L] ClOS@z/F[NQ [ ] FINl/ACKF1 ° FINQ/AOKFQ [ ] ACKF1/—1 [ ] ACKFQ/_27
aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/AC’KSl L] SYNQ/ACKSQ L] ClOS€1/FIN1 L] ACKSQ/—Q L] ACKSl/—1
L] CZOSGQ/FINQ [ ] FIN1/ACKF1 L] FINQ/ACKFQ L] ACKFQ/*Q (] ACKF1/71,



aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN,1 /ACK S, ¢ SYNyJACK Sy @ Close1 /FIN: ¢ ACKS>/—2 ¢ ACKS1/—1
[ ] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFl/—l [ ] 146'[(1“—12/—27

aOpeni1/SY N1 @ aOpenz/SY N> @ SYN,1 /ACK S, ¢ SYNy/JACK Sy @ Close1 /FIN: ¢ ACKS>/—2 ¢ ACKS1/—1
o ClOS@Q/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [} 146’[(1'71/—17

aOpen1/SY N1 e aOpens/SY N2 ¢ SY N1 JACK S, ¢ SYN2/ACK S, e Close1 /FIN, @« ACK S>/—2 @ Closey /FIN,
[ ] ACKS1/—1 L] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpen1/SY N1 e aOpeny/SY Ny ¢ SY N, JACK S, ¢ SYN2/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closey /FIN,
[ ] ACKS1/—1 L F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFQ/—Q [ ] ACKFl/—1,

aOpen1/SY N1 e aOpeny /SY Ny ¢ SY N, /JACK S, ¢ SYNy/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closey /FIN,
[ ] ACKS1/—1 L] FINQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpen1/SY N1 e aOpeny/SY N, ¢ SY N, JACK S, ¢ SYNy/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closea /FIN,
] ACKS1/*1 L] FINQ/ACKFQ [ ] FIN1/ACKF1 [ ] ACKFQ/*Q [ ] ACKFl/fl,

aOpen1/SY Ny e aOpeny/SY N, ¢ SYN, /JACK S, ¢ SYNy/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closey /FIN,
o FIN,JACKF; ¢ ACKS)/—1 o FIN,JACKF, ® ACKF,/—1 ¢ ACKFy/—s,

aOpen1/SY Ny e aOpeny /SY Ny ¢ SYN, JACK S, ¢ SYNy/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closea /FIN,
o FIN;JACKF, ¢ ACKS)/—1 o FIN,JACKF, ® ACKFy/—3 ¢ ACKF, /1,

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/ACKSl L SYN2/ACKSQ o ACKSQ/—Q (] Closel/FINl L] ACKSl/—1
o CZOSEQ/FINQ [ ] FIN1/ACKF1 [ FINQ/ACKFQ [ ] ACKFl/fl [ ] ACKFQ/*Q,

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/ACKSl [ ] SYNQ/ACKSQ [ ACKSQ/—Q o ClOSEl/FINl L] ACKSl/—1
L] CZOSGQ/FINQ [ ] FIN1/ACKF1 L] FINQ/ACKFQ (] ACKFQ/—Q [ ] ACKFl/—1,

aOpeni1/SY N1 @ aOpenz/SY N> @ SY N1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
o Closes/FINy @ FINyJACKF; ¢ FIN,JACKF, @ ACKF,/—1 ¢ ACKFs/—,

aOpeni1/SY N1 @ aOpenz/SY N> @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
o Closes/FINy o FINyJACKF; ¢ FIN,JACKF, ¢ ACKFy/—» ¢ ACKF;/—1,

aOpen1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACK S/ —2 e Close1/FIN; o Closes/FIN,
e ACKS,/—1 o FIN;JACKF; ® FINsJACKFy ¢ ACKF;/—1 © ACKF,/—,

aOpen1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS> ¢ ACK S/ —2 e Closei/FIN; o Closes/FIN,
o ACKS,/—1 o FIN;JACKF; ® FINsJACKFy ¢ ACKFy/—3 ¢ ACKF;/—1,

aOpen1/SY N1 @ aOpenz/SY N2 @ SYN,1/ACKS, ¢ SYN2/ACKS; ¢ ACKS;/—2 e Closei/FIN; o Closes/ FIN,
L] ACKSl/—l L] F[NQ/ACKFQ [ ] FINl/ACKFl L ACKFl/—l L ACKFQ/—Q,

aOpeni1/SY N1 @ aOpenz/SY N> @ SYN,1/ACKS, ¢ SYN2/ACKS; ¢ ACK S/ —2 e Closei/FIN; o Closes/ FIN,
L] ACKSl/—l [ ] F[NQ/ACKFQ [ ] FIN;[/ACKF:[ ° ACKFQ/—Q ° ACKFl/—l,

aOpen1/SY N1 e aOpena/SY N> @ SYN,1/ACKS, ¢ SYN2/ACKS> ¢ ACK S/ —2 e Closei/FIN; o Closea/ FIN,
[ ] F[NQ/ACKFQ [ ] ACKS1/—1 [ ] FINl/ACKF1 [ ] ACKFl/—l [ ACKFQ/—Q,

aOpen1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS; « ACKS2/—2 @ Close1/FIN; o Closea/ FIN,
[ ] F[NQ/ACKFQ [ ] ACKS1/—1 [ ] FINl/ACKF1 [ ] ACKFQ/—Q [ ACKFl/—1,

aOpen/SY N1 e aOpens/SY N, ¢ SY N, /JACK S, ¢ SYN2/ACKS> ¢ ACKSy/—2 e Closea/ FINy @ Closer /| F 1N,
[ ] ACKS1/—1 L F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpen1/SY N1 e aOpens/SY N, ¢ SY N, /JACK S, ¢ SYN2/ACKS> ¢ ACKSy/—2 @ Closea/ FIN; @ Close1 /| F 1N,
[ ] ACKS1/—1 L] FINl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFQ/—Q [ ] ACKFl/—1,

aOpen1/SY N1 e aOpeny/SY N, ¢ SY N, /JACK S, ¢ SYN2/ACKS; ¢ ACKSy/—2 e Closea/ FIN; @ Close1 | FIN,
[ ] ACKSl/—l L] FINQ/ACKFQ [ ] FIN1/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpenl/SYN1 [ ] aOpenz/SYNg [ ] SYNl/AC’KSl L SYNQ/ACKSQ ° ACKSQ/_Q (] ClOS@Q/F[NQ L] C’losel/FIN1
e ACKS,/—1 @ FINsJACKF, « FIN,JACKF) @ ACKF;/—3 @ ACKF;/—1,

aOpen1/SYN1 [ ] aOp@nz/SYNg [ ] SYNl/AC’KSl L SYN2/AOK52 o ACKSQ/_Q [ ] Closeg/F[Nz L] C’losel/FINl
e FINyJACKF; @ ACKS:/—1  FIN,JACKF) @ ACKF\/— o ACKFy/—s,

aOpen1/SYN1 [ ] aOpeTLQ/SYNQ [ ] SYNl/AC’KSl L SYNQ/ACKSQ o ACKS2/—2 (] CZOSEQ/FINQ L] ClOS@l/FIN1
L] FINQ/ACKFQ [ ] ACKSl/fl [ ] FINl/ACKFl ° ACKFQ/*Q ° ACKFl/fl,

aOpen1/SY N1 @ aOpenz/SY N2 @ SY No JACKS; ¢ SYN1/ACKS1 @ Close1/FIN: ¢ ACKS1/—1 ¢ ACKS>/—2
o Closeg/FINg [ ] FIN1/ACKF1 L] FINQ/ACKFQ L] ACKFl/fl (] ACKFQ/*Q,

aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ Close1/FIN: ¢ ACKS1/—1 ¢ ACKS2/—2
L] CZOSQQ/FINQ [ ] F.IN1/ACKF1 L] FINQ/ACKFQ L] ACKFQ/—Q (] ACKFl/—1,

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
o Closes/FINy o FINyJACKF; ¢ FIN,JACKF, @ ACKF,/—1 ¢ ACKFs/—,

aOpeni/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
o Closes/FIN> o FIN>/ACKF, ¢ FIN, JACKF, ¢ ACKF/— o ACKF,/—1,
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aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 JACK S, ¢ SYN1/ACKS: @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
[ ] ClOS@z/F[NQ [ ] FIN1/ACKF1 [ FIN2/AOKF2 [ ] ACKFl/—l [ ] 146'[(1“—12/—27

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY Ny JACK S, ¢ SYN1JACKS: @ Close1 /FIN: ¢ ACKS>/—2 ¢ ACKS1/—1
o ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFQ/—Q [} 146’[(1'71/—17

aOpen1/SY N1 e aOpens/SY Ny ¢ SY Ny JACK S> ¢ SYN,1/ACK S, e Close1 /FIN, @ ACKSy/—2 @« ACKS1/—1
L] ClOS@Q/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [} ACKFl/—l [ ] ACKFQ/_27

aOpen1/SY N1 e aOpeny/SY Ny ¢ SY Ny JACK S> ¢ SYN,/ACK S, e Close1 /FIN, @ ACKSy/—2 @« ACKS1/—1
° CZOSGQ/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [ ] ACKFl/—l,

aOpen1/SY N1 e aOpeny/SY Ny ¢ SY Ny JACK S> ¢ SYN,1/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closey /FIN,
[ ] ACKS1/—1 L] FINl/AOKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpen1/SY N1 e aOpeny /SY Ny ¢ SY Ny JACK S> ¢ SYN,1/ACK S, e Close1 /FIN, @« ACKS>/—2 @ Closez/FIN,
[ ] ACKS1/*1 L] FINl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFQ/*Q [ ] ACKFl/fl,

aOpen1/SY N1 e aOpeny/SY Ny ¢ SY Ny JACK S> ¢ SYN,: /JACK S, e Close1 /FIN, @« ACKS>/—2 @ Closey /FIN,
o ACKS,/—1 & FINyJACKF, o FIN,JACKF, ® ACKF,/—1 ¢ ACKFy/—s,

aOpen1/SY Ny e aOpeny /SY Ny ¢ SY Ny JACK S, ¢ SYN1/JACK S, e Close; /FIN, @« ACKS>/—2 @ Closey /FIN,
o ACKS,/—1 & FINyJACKF, o FIN,JACKF, ® ACKF,/—3 ¢ ACKF, /1,

aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SY N1 /ACKS1 @ Close1/FIN, ¢ ACKS>/—2 e Closes/ FIN,
L] FINQ/ACKFQ [ ] ACKSl/fl [ ] FIN1/ACKF1 L] ACKFl/fl ° ACKFQ/*Q,

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNQ/ACKSQ [ ] SYNl/ACKSl [ CZOS€1/FIN1 [ ACKSQ/—Q [ ] C’loseg/FINg
L] FINQ/ACKFQ [ ] ACKSl/—l [ ] FIN1/ACKF1 ° ACKFQ/—Q ° ACKFl/—l,

aOpen1/SY N1 @ aOpenz/SY N> @ SY N2 /ACK S ¢ SYN1/ACKS: ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
o Closes/FINy o FIN; JACKF; ¢ FINyJACKFy o ACKF,/—1 ¢ ACKF3/—,

aOpen1/SY N1 @ aOpenz/SY N> @ SY N2 /ACK S, ¢ SYN1/JACKS: ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
o Closes/FINy o FIN; JACKF;  FINyJACKFy o ACKFy/—» ¢ ACKF;/—1,

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/JACKS: ¢ ACKS2/—2 e Close1 /FIN, ¢ ACKS1/—1
o Closes/FINy o FINy/ACKF, ¢ FIN, JACKF, ¢ ACKF,/—, & ACKFs/—s,

aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1JACKS: ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
L] Closez/FINg [ ] FINQ/ACKFQ ° FIN1/ACKF1 (] ACKFQ/—Z (] ACKFl/—l,

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 e Closei/FIN; o Closes/ FIN,
L ACKSl/—l L] F[Nl/AOKFl [ ] FINQ/ACKFQ L ACKFl/—l L ACKFQ/—Q,

aOpeni1/SY N1 e aOpenz/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS>/—2 e Closei/FIN; o Closes/FIN,
L] ACKSl/—l [ ] F[Nl/ACKFl [ ] FINQ/ACKFQ ° ACKFQ/—Q ° ACKFl/—l,

aOpen1/SY N1 @ aOpena/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @« ACK S/ —2 e Closei/FIN; o Closea/ FIN,
[ ] ACKS1/—1 L] F[NQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpen1/SY N1 @ aOpena/SY N2 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ ACKS2/—2 e Close1/FIN; o Closea/ FIN,
[ ] ACKS1/—1 L] F[NQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFQ/—Q [ ] ACKFl/—1,

aOpen/SY N1 e aOpeny/SY Ny ¢ SY Ny JACK S> ¢ SYN,1 JACK S, ¢ ACKS3/—2 @ Close1 /FIN; @ Closey | FIN,
[ ] F[NQ/ACKFQ [ ] ACKSl/—l [ ] FINl/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpen1/SY N1 e aOpeny/SY Ny ¢ SY Ny JACKS> ¢ SYN,1 /JACK S, ¢ ACKS3/—2 @ Close1 /FIN; @ Closey /FIN,
[ ] FINQ/ACKFQ [ ] ACKSl/—l [ ] FINl/ACKF1 [ ACKFQ/—Q [ ] ACKFl/—1,

aOpen,/SY N1 e aOpeny /SY N, ¢ SY Ny JACK S, ¢ SYN, JACK S, ¢ ACKS3/—2 e Closea/ FIN; @ Close1 /| F 1N,
[ ] ACKS1/—1 L] FIN1/ACKF1 [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpenl/SYN1 [ ] aOpenz/SYNg L] SYNQ/ACKSQ L] SYN1/ACKS1 o ACKSQ/_Q (] ClOS@Q/F[NQ L] C’losel/FIN1
e ACKS,/—1 @ FIN,JACKF, @ FINyJACKF; ¢ ACKF;/—3 @ ACKF;/—1,

aOpen1/SYN1 [ ] aOp@nz/SYNg [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKSQ/_Q (] Closeg/F[Nz L] C’losel/FINl
e ACKS,/—1 @ FINsJACKF, « FIN,JACKF; @ ACKF,/— o ACKFy/—s,

aOpen1/SYN1 [ ] aOpeTLQ/SYNQ [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKS2/—2 (] CZOSEQ/FINQ L] ClOS@l/FIN1
¢ ACKS,/—1 @ FINsJACKF, « FIN,JACKF) @ ACKF;/—3 @ ACKF;/—1,

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNQ/ACKSQ L] SYNl/ACKsl L] ACKSQ/—Q ° CZOSEQ/FINQ L] C’losel/F]Nl
L] FINQ/ACKFQ [ ] ACKSl/fl [ ] FIN1/ACKF1 ° ACKFl/fl L] ACKFQ/*Q,

aOpen1/SY N1 @ aOpenz/SY N> @ SY N2 JACK S, ¢ SYN1/ACKS: ¢ ACKS>/—2 e Closea/ FIN> e Closer / FINy
o FIN,/ACKF; ¢ ACKS1/—1  FINiJACKF, ¢ ACKFy/—3 ¢ ACKF:/—1,

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACK S, e Close1 /FIN, ¢ SYN2/JACKS; ¢ ACKS1/—1 ¢ ACKS2/—2
o Closes/FINs o FIN; /ACKF, o FIN:JACKF; ¢ ACKF,/—, o ACKFs/—s,

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACK S, e Close1 /FIN, ¢ SYN3/JACKS; ¢ ACKS1/—1 0 ACKS2/—2
o Closes/FIN> o FIN; /ACKF, o FIN:JACKF; ¢ ACKF,/— o ACKF,/—1,
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aOpena /SY N2 @ aOpen1/SY N1 ¢ SYN1/ACK S, e Close1 /FIN, ¢ SYNy JACK Sy ¢ ACKS1/—1 0 ACKS2/—2
[ ] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFl/—l [ ] 146'[(1“—12/—27

aOpenz /SY N2 @ aOpeny/SY N1 « SYN1/ACK S, e Close1 /FIN; ¢ SYNyJACK Sy ¢ ACKS1/—1 ¢ ACKS2/—2
o ClOS@Q/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [} 146’[(1'71/—17

aOpeny/SY N2 @ aOpen, /SY N1 ¢ SY N, /ACK S, e Close1 /FIN, @ SYN;/ACKS; @ ACKSs/—2 @ ACKS1/—1
L] ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFl/—l ° ACKFQ/_27

aOpensy/SY N2 e aOpen, /SY N1 ¢ SY N, JACK S, e Close1 /FIN, ¢ SYN;/ACKS; @ ACKSs/—2 @ ACKS1/—1
o CZOSGQ/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFQ/—Q [ ] ACKFl/—l,

aOpeny/SY N2 e aOpen, /SY N, ¢ SY N, JACK S, @ Close1 /FIN, ¢ SYN;/ACKS; @ ACKSy/—2 @ ACKS1/—1
[ ] ClOSGQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl [} ACKFl/—l [ ] 146’[(1*—‘2/—27

aOpenz/SYNgoaOpenl/SYNl .SYNl/ACKsl.Closel/F[NlOSYNQ/ACKSQOACKSQ/-z‘ACKsl/—1
o ClOSGQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl [ ] ACKFQ/*Q [ ] 146’1:('1'7‘1/*17

aOpensy/SY N2 e aOpen, /SY N, ¢ SY N, /ACK S, e Close1;/FIN, @ SYN;/ACKS; @« ACKS>/—2 @ Closey /FIN,
o ACKS,/—1 & FIN;/ACKF, o FINyJACKF, o ACKF,/—1 ¢ ACKFy/—s,

aOpeny/SY N2 e aOpen, /SY N, ¢ SY N, /ACK S, e Close;/FIN, @ SYN;/ACKS; @« ACKS>/—2 @ Closea /FIN,
] ACKS1/71 L] FIN1/ACKF1 [ ] FINQ/ACKFQ [ ] ACKFQ/*Q [ ] ACKFl/fl,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, e Close1 /FIN, ¢ SY N3 /ACKS> ¢ ACKS>/—2 e Closes/ FIN,
o ACKS,/—1 & FINyJACKF, o FIN,JACKF, ® ACKF,/—1 ¢ ACKFy/—s,

aOpeng/SYNg [ ] aOpenl/SYNl o SYNl/AC’KSl [ ] ClOSEl/FINl [ ] SYNQ/ACKSQ [ ACKSQ/—Q [ ] C’loseg/FINg
e ACKS,/—1 @ FIN;/JACKF, ¢ FIN;/ACKF, ¢ ACKF;/—3 ¢ ACKF,/—1,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SYN1/ACK S, e Close1 /FIN, ¢ SYN3/ACKS; ¢ ACKS>/—2 e Closes/ FIN,
o FIN,/ACKF; ¢ ACKS1/—1  FINiJACKF, @ ACKF,/—1 ¢ ACKFy/—s,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SYN1/ACK S, e Close1 /FIN, ¢ SYN3/ACKS; ¢ ACKS>/—2 @ Closes/ FIN,
o FIN,/ACKF; ¢ ACKS1/—1  FIN;JACKF; ¢ ACKFy/—3 ¢ ACKF,/—1,

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACK S, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
o Closes/FINy o FIN; /ACKF, o FIN:JACKF; ¢ ACKF,/—, & ACKFs/—s,

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACKS, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
L] Closez/FINg [ ] FINl/ACKFl ° F[Nz/ACKFZ (] ACKFQ/—Z (] ACKFl/—l,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
° ClOS@Q/F[NQ [ ] FINQ/ACKFQ [ ] F]Nl/ACKFl ° ACKFl/—l [ ] ACKFQ/_27

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS1/—1 0 ACKS2/—2
L] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFQ/—2 [ ] ACKFl/—l,

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNyJACK Sy @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
L] ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ ° ACKFl/—l [} ACKFQ/_27

aOpena /SY Ny @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNy/JACK Sy @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
o ClOS@Q/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [} ACKFQ/—Q [} 146’[(1'71/—17

aOpeny/SY N2 e aOpen, /SY N1 ¢ SY N, /ACK S, ¢ SYN2/ACK S, o Close1 /FIN, @ ACKSy/—2 @« ACKS1/—1
° CZOSGQ/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFl/—l [ ] 146’[(1’7‘2/—27

aOpeny/SY N2 e aOpen, /SY N1 ¢ SY N, /ACK S, ¢ SYN2/ACK S, e Close1 /FIN, @ ACKSy/—> @« ACKS1/—1
[ ] ClOSSQ/FINQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [} 146’[(1*—‘1/—17

aOpeny/SY N2 e aOpen, /SY N, ¢ SYN,; /ACK S, ¢ SYNy/ACK S, o Close1 /FIN, @« ACKS>/—2 @ Closea /FIN,
[ ] ACKS1/—1 L] FIN1/ACKF1 [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeny/SY N2 e aOpen, /SY N, ¢ SYN, /ACK S, ¢ SYNy/ACK S, o Close1 /FIN, @« ACKS>/—2 @ Closey/FIN,
o ACKS,/—1 & FIN;/ACKF, o FINsJACKF, o ACKF,/—3 ¢ ACKF, /1,

aOpeny/SY N2 e aOpen, /SY N, ¢ SYN, /ACK S, ¢ SYNy/ACK S, o Close1 /FIN, @« ACKS>/—2 @ Closez/FIN,
o ACKS,/—1 & FINyJACKF, o FIN,JACKF, ® ACKF,/—1 ¢ ACKFy/—s,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SYN1/ACK S, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS>/—2 e Closes/ FIN,
o ACKS,/—1 & FINyJACKF, o FIN,JACKF, ® ACKF,/—3 ¢ ACKF, /1,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS>/—2 e Closes/ FIN,
L] FINQ/ACKFQ [ ] ACKSl/fl [ ] FIN1/ACKF1 ° ACKFl/fl [ ] ACKFQ/*Q,

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACK S, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS>/—32 e Closes/ FIN,
o FIN,/ACKF; ¢ ACKS1/—1  FIN1JACKF, ¢ ACKFy/—3 ¢ ACKF:/—1,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
o Closes/FINy o FIN; JACKF; ¢ FINyJACKF, o ACKF,/—1 ¢ ACKFs/—s,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN,1/ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 e Close1 /FIN, ¢ ACKS1/—1
o Closes/FIN> o FIN; /ACKF, o FIN:JACKF; ¢ ACKF/— o ACKF,/—1,
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aOpenz /SY Ny @ aOpen1/SY N1 @ SYN,1 /ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 e Close1 /FIN, ¢« ACKS1/—1
[ ] ClOS@z/F[NQ [ ] FINQ/ACKFQ [ F]Nl/AOKFl [ ] ACKFl/—l [ ] 146'[(1“—12/—27

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 e Close1 /FIN; ¢ ACKS1/—1
o ClOS@Q/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [} 146’[(1'71/—17

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; « ACKSy/—2 @ Close1/FIN; o Closea/ FIN,
[ ] ACKS1/—1 L] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpensy/SY N2 @ aOpen, /SY N1 ¢ SY N, /ACK S, ¢ SYNy/ACK S, ¢ ACKSy/—2 @ Close1 /FIN, @ Closey / FIN,
[ ] ACKS1/—1 L] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFQ/—Q [ ] ACKFl/—1,

aOpeny/SY N2 @ aOpen, /SY N, ¢ SYN,; /ACK S, ¢ SYNy/ACK S, ¢ ACKSy/—2 @ Close1 /FIN; @ Closey /FIN,
[ ] ACKS1/—1 L] FINQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeny/SY N2 @ aOpen, /SY N, ¢ SYN,; /ACK S, ¢ SYNy/ACK S, ¢ ACKS3/—2 @ Close1 /FIN, @ Closey /FIN,
[ ] ACKS1/*1 L] FINQ/ACKFQ [ ] FIN1/ACKF1 [ ] ACKFQ/*Q [ ] ACKFl/fl,

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNl/AC’KSl L] SYNQ/ACKSQ o AOKSQ/_Q (] Closel/FINl L] ClOS@Q/FINQ
e FIN;JACKF; @ ACKS:/—1 ® FIN,JACKF) @ ACKF\/— o ACKFs/—,

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNl/AC’KSl L] SYN2/ACKS2 o ACKSQ/_Q (] Closel/FINl L] Cl08€2/FIN2
e FINyJACKF; @ ACKS:/—1 ® FIN,JACKF) @ ACKF;/—3 @ ACKF;/—1,

aOpenz/SYNg [ ] aop€n1/SYN1 [ ] SYNl/ACKSl L SYN2/ACKSQ o ACKSQ/—Q ° CZOSEQ/FINQ L] ClOSCl/FINl
e ACKS,/—1 @ FIN,JACKF; @ FINsJACKF; ¢ ACKF,/—1 ® ACKF3/—,

aOpeng/SYNg [ ] aOpenl/SYNl [ ] SYNl/ACKSl [ ] SYNQ/ACKSQ [ ] ACKSQ/—Q (] CZOSEQ/FINQ [ ] C’losel/FINl
e ACKS)/—1 @ FIN;/ACKF, @« FIN;JACKF, ¢ ACKF;/—3 ¢ ACKF,/—1,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNy/JACKS; ¢ ACKS>/—2 e Closea/ FIN> e Closer /FINy
e ACKS,/—1 ® FIN;JACKF, ¢ FIN;JACKF, ¢ ACKF,/—1 & ACKFy/—s,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SYN1/ACK S, ¢ SYNy/JACK Sy ¢ ACKS>/—2 e Closea/ FIN> e Closer /FINy
e ACKS,/—1 ® FIN;JACKF, o FIN;JACKF; ¢ ACKFy/—3 ¢ ACKF,/—1,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SYN,1/ACK S, ¢ SYNy/JACK Sy ¢ ACKS>/—2 e Closea/ FIN> e Closer /FINy
o FIN,/ACKF; ¢ ACKS1/—1  FIN;JACKF; ¢ ACKF;/—1 & ACKF,/—,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS>/—2 e Closea/ FIN> e Closer /FIN,
o FIN,/JACKF; ¢ ACKS1/—1  FIN;JACKF; ¢ ACKFy/—3 ¢ ACKFy/—1,

aOpenz /SY N2 @ aOpeny/SY N1 ¢ SY N2 /JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
° ClOS@Q/F[NQ [ ] FINl/ACKFl [ F]N2/ACKF2 ] ACKFl/—l [ ] ACKFQ/_27

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS1/—1 0 ACKS2/—2
[ ] ClOS@z/F[NQ [ ] FIN;[/ACKF:[ [ FIN2/AOKF2 [ ] ACKFQ/—2 [ ] ACKFl/—l,

aOpenz /SY N2 @ aOpeny/SY N1 @ SY Ny JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
L] ClOS@Q/F[NQ [ ] FINQ/ACKFQ o F]Nl/ACKFl [ ] ACKF1/—1 [ ] ACKFQ/_27

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN2/JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS,/—1 0 ACKS2/—2
o ClOS@Q/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl [ ] ACKFQ/—Q [ ] 146’[(1'71/—17

aOpeny/SY N2 @ aOpen, /SY N1 ¢ SY N2 JACK S> ¢ SYN,1/JACK S, e Close1 /FIN, @ ACKSs/—2 @« ACKS1/—1
L] CZOSGQ/F[NQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ] ACKFl/—l [ ] 146’[(1’7‘2/—27

aOpeny/SY N2 @ aOpen, /SY N1 ¢ SY N2 /JACK S> ¢ SYN,1/ACK S, e Close1 /FIN, @ ACKSs/—> @« ACKS1/—1
o ClOSSQ/FINQ [ ] FINl/ACKF1 o FINQ/ACKFQ [ ) ACKFQ/—Q [} 146’[(1*—‘1/—17

aOpeny/SY N2 @ aOpen, /SY N, ¢ SY N2 JACK S> ¢ SYN,/ACK S, e Close1 /FIN, @ ACKSs/—> @« ACKS1/—1
o ClOSGQ/FINQ [ ] FINQ/ACKFQ L] FINl/ACKFl L] ACKFl/—l [ ] 146’1"(1*—‘2/—27

aOpensy/SY N2 e aOpen, /SY N, ¢ SY Ny JACK S, ¢ SYN,/ACK S, e Close1 /FIN, @ ACKS;/—2 @« ACKS1/—1
o Closes/FINy o FINs/ACKFy  FIN, JACKF, « ACKF/— ¢ ACKF,/—1,

aOpeny/SY N2 e aOpen, /SY N, ¢ SY Ny JACK S, ¢ SYN,1 /ACK S, e Close; /FIN, @« ACKS>/—2 @ Closez /FIN,
[ ] ACKSl/fl L] FIN1/ACKF1 [ ] FINQ/ACKFQ [ ] ACKFl/fl [ ] ACKFQ/*Q,

aOpenz /SY N2 @ aOpen,/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS>/—2 e Closes/ FIN,
o ACKS,/—1 ® FIN;/ACKF; o FINyJACKF, o ACKF,/—3 ¢ ACKF, /1,

aOpenz /SY N2 @ aOpen,/SY N1 @ SY N2 /JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS>/—5 e Closes/ FIN,
o ACKS,/—1 & FINyJACKF, o FIN,JACKF, ® ACKF/—1 ¢ ACKFy/—s,

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SY N2 /ACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS>/—3 e Closes/ FIN,
e ACKS,/—1 ® FINyJACKF, ¢ FIN;JACKF, ¢ ACKFy/—3 ¢ ACKF1/—1,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SY N2 /ACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS>/—32 e Closes/ FIN,
o FIN,/ACKF; ¢ ACKS1/—1  FIN;JACKF; ¢ ACKF;/—1 © ACKF,/—,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SY N2 /JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS>/—32 o Closes/ FIN,
o FIN,/ACKF; ¢ ACKS1/—1 ® FIN;JACKF; ¢ ACKFy/—3 ¢ ACKFy/—1,
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aOpenz /SY Ny @ aOpen1/SY N1 @ SY N2 JACKS; ¢ SYN1JACKS: ¢ ACKS2/—2 e Close1 /FIN, ¢« ACKS1/—1
[ ] ClOS@z/F[NQ [ ] FIN1/ACKF1 [ FIN2/AOKF2 [ ] ACKFl/—l [ ] 146'[(1“—12/—27

aOpeng/SYNz [ ] aOpen1/SYN1 L] SYNQ/ACKSQ L SYNl/ACKsl o ACKSQ/—Q (] Closel/FINl L] ACKSl/—1
o ClOSEQ/FINQ [ ] FIN1/ACKF1 [ FINQ/ACKFQ [ ] ACKF2/72 [ ] ACKF1/71,

aOpenz /SY Ny @ aOpen1/SY N1 @ SY N2 JACK S, ¢ SYN1JACKS: ¢ ACKS2/—2 e Close1 /FIN; ¢ ACKS1/—1
L] ClOS@Q/F[NQ [ ] FINQ/ACKFQ o FINl/ACKFl ° ACKFl/—l [ ] 146’[(1'72/—27

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACKS; ¢ SYN1/JACKS: ¢ ACKS>/—2 e Close1 /FIN, ¢« ACKS1/—1
o Closes/FINy o FINyJACKF; ¢ FIN,JACKF, @ ACKFy/—» ¢ ACKF;/—1,

aOpeny/SY N2 e aOpen, /SY N1 ¢ SY Ny /JACKS> ¢ SYN1/JACK S, ¢ ACKS3/—2 @ Close1 /FIN; @ Closey /FIN,
[ ] ACKS1/—1 L F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SY N2 /JACKS; ¢ SYN1/ACKS1 @ ACK S/ —2 e Close1/FIN; o Closes/FIN,
e ACKS,/—1 o FIN;JACKF; o FINsJACKFy ¢ ACKFy/—3 ¢ ACKFy/—1,

aOpensy/SY N2 @ aOpen, /SY N1 ¢ SY Ny /JACKS> ¢ SYN,1 /JACK S, ¢ ACKS3/—2 @ Close1 /FIN; @ Closey /FIN,
[ ] ACKS1/*1 L] FINQ/ACKFQ [ ] FIN1/ACKF1 [ ] ACKFl/fl [ ] ACKFQ/*Q,

aOpenz /SY N2 @ aOpen1/SY N1 ¢ SY N2 /JACKS; ¢ SYN1/ACKS1 @ ACKS;/—2 e Closei/FIN; o Closes/ FIN,
L] ACKSl/—l L] F[NQ/ACKFQ (] FINl/ACKFl L] ACKFQ/—Q L] ACKFl/—l,

aOpe’l’LQ/SYNQ [ ] aOpenl/SYN1 [ ] SYNQ/ACKSQ L] SYN1/ACKS1 o ACKSQ/—Q (] Closel/FINl L] ClOS@Q/FINQ
e FIN;/ACKF; @ ACKS:/—1 ® FIN,JACKF) @ ACKF\/— ® ACKFy/—s,

aOpena /SY N2 @ aOpen1/SY N1 @ SY Ny /JACKS; ¢ SYN1/ACKS1 @ ACK S/ —2 e Closei/FIN; o Closes/ FIN,
o F[NQ/ACKFQ [ ACKSl/—l [ ] FIN;[/ACKF:[ ° ACKFQ/—Q ° ACKFl/—l,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACKS; ¢ SYN1/ACKS: ¢ ACKS>/—2 e Closea/ FIN> e Closer /FIN,
o ACKS,/—1 & FIN;/ACKF, o FINyJACKF, o ACKF,/—1 ¢ ACKFy/ s,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY Ny JACKS; ¢ SYN1JACK S, ¢ ACKS2/—2 e Closea/ FIN, e Close1 /FIN,
[ ] ACKS1/—1 L] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFQ/—Q [ ] ACKFl/—1,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACK S, ¢ SYN1/ACKS: ¢ ACKS>/—2 e Closea/ FIN> e Closer / FINy
e ACKS,/—1 ® FIN;/JACKF, ¢ FIN;JACKF, ¢ ACKF,/—1 ¢ ACKFs/—s,

aOpens/SY N2 @ aOpen, /SY N1 ¢ SY N2 /ACK S, ¢ SYN,; /JACK S, ¢ ACKS3/—2 e Closea/ FINy @ Close1 /| F 1N,
[ ] ACKS1/—1 L] F[NQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFQ/—Q [ ] ACKFl/—1,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY Ny /JACKS; ¢ SYN1/ACKS: ¢ ACKS2/—2 e Closea/ FIN> e Closer /FINy
o FIN,/ACKF; ¢ ACKS1/—1  FIN;/JACKF; ¢ ACKF;/—1 © ACKF,/—o,

aOpensy/SY N2 e aOpen, /SY N, ¢ SY Ny /JACK S, ¢ SYN, /JACK S, ¢ ACKS3/—2 e Closea/ FIN; @ Close1 | F 1N,
[ ] FINQ/AOKFQ [ ] ACKSl/—l [ ] FINl/ACKF1 [ ] ACKFQ/—Q [ ] ACKFl/—l

}

ATS/RedSimpleTCP,S H ATSRedSimpleTCP8 = {
aOpeni1/SY N1 @ aOpena/SY N2 @ SYN1/ACK S, e Close1 /FIN; ¢ SYNyJACK Sy ¢ ACKS1/—1 0 ACKS2/—2
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] OZOSGQ/FINQ ° FINl/ACKFl [ ) ACKFQ/_27

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N1 /ACK S, e Close1 /FIN; ¢ SYN3/JACKS> ¢ ACKS1/—1 ¢ ACKS2/—2
o FINy/ACKF, o Closes/FINy o ACKF,/—y  FIN;/ACKF; o ACKFy/—»,

aOpen/SY N1 e aOpeny /SY Ny ¢ SY N1 JACK S,  Close1 /FIN, @« SYN;/ACKS; @ ACKSs/—2 @ ACKS1/—1
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] ClOS@Q/FINQ o FINl/ACKFl [ ] 146’[(1’7‘2/—27

aOpen1/SY N1 @ aOpenz/SY N> @ SY N1 /ACK S, e Close1 /FIN, ¢ SYNy, JACKS> ¢ ACKS2/—2 ¢ ACKS1/—1
o FIN,/ACKF; o Closes/FIN: @ ACKF,/—1 o FIN;JACKF, o ACKFs/—s,

aOpen1/SY N1 e aOpens/SY N, ¢ SY N, JACK S, @ Close; /FIN, ¢ SYNy/JACK Sy ¢ ACKS>/—2 @ FIN; JACK Fs
L] ACKSl/—l [ ] ACKF1/—1 L] CZOSGQ/FINQ [ ] FIN1/ACKF1 L] ACKFQ/—Q,

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N1 /ACK S, e Close1 /FIN, ¢ SYN3;/JACKS; ¢ ACKS>/—2 ¢ FINy JACKF5
L] ACKSl/—l L] CZOSGQ/FINQ [ ] ACKF1/—1 [ ] FINl/ACKFl ° A(jffﬁ’g/—z7

aOpen1/SY N1 e aOpeny/SY N, ¢ SY N, /ACK S, @ Close; /FIN, ¢ SYNy/ACKS; ¢ ACKS>/—2 @ FINy JACK F,
o Closes/FIN,  ACKSy/—1 @ ACKF,/—1 o FIN;/ACKF; o ACKF,/—»,

aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN1/ACKS, ¢ SYN2/ACKS; @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
[ ] F[NQ/ACKFQ [ ACKFl/—l ° ClOSGQ/FINz [ ] F]Nl/ACKFl [ ] ACKFQ/_27

aOpen1/SY N, e aOpeny /SY N, ¢ SY N, JACK S, ¢ SYNy/ACK S, e Close, /FIN, ¢ ACKS,/—1 @ ACKS>/—>
o FIN,/ACKF; o Closes/FINy o ACKF,/—y  FIN;/ACKF; o ACKFy/—»,

aOpeni1/SY N1 @ aOpenz/SY N> @ SYN,1 /ACK S, ¢ SYNyJACK Sy @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] CZOSGQ/FINQ ° FINl/AOKFl [ ] ACKFQ/_27

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNl/AC’KSl L] SYNQ/ACKSQ o ClOS€1/FIN1 L] ACKSQ/—Q L] ACKSl/—1
e FIN;/ACKF; o Closes/FIN; @ ACKF,/—, @ FIN;/ACKF, @ ACKF;/—s,
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aOpeni1/SY N1 @ aOpenz/SY N2 @ SYN,1/ACKS, ¢ SYN3/ACK S @ Close1 /FIN, @ ACKSy/—2 ¢ FINy JACKF5
L] ACKS1/—1 L] ACKFl/—l L] ClOS@Q/F[NQ L[] FIN;[/ACKF1 ° ACKFQ/—Q,

aOpen1/SY N1 @ aOpenz/SY N> @ SYN,1/ACKS, ¢ SYN3/ACK S @ Close1 /FIN, ¢ ACKS2/—2 ¢ FINy /ACKF5
e ACKS,/—1 ® Closes/JFIN, ¢ ACKF,/—1 @ FIN;/JACKF, ¢ ACKF>/—3,

aOpen1/SY N1 e aOpens/SY N, ¢ SY N1 /ACK S, ¢ SYN2/ACK S5 e Close1 /FIN, ¢ ACKS>/—2 @ FINy /JACK F»
L] ClOS@Q/F[NQ [ ] ACKS1/—1 [ ] ACKFl/—l [ ] FINl/ACKF1 [ ] ACKFQ/—Q,

aOpen1/SY N1 e aOpeny /SY Ny ¢ SY N, JACK S, ¢ SYN2/ACKS; ¢ ACKS3/—2 @ Close1 /FIN, @« ACK S1/—1
L] FINQ/ACKFQ [ ] ACKFl/—l [ ] CZOSEQ/FINQ o FINl/ACKFl [ ] 146’[(1’7‘2/—27

aOpen1/SY N1 e aOpeny /SY N, ¢ SY N, /ACK S, ¢ SYN2/ACKS; ¢ ACKS3/—2 e Close1 /FIN, @« ACK S1/—1
o FIN,/ACKF; o Closes/FINy o ACKF,/—,  FIN;/ACKF; o ACKF,/—»,

aOpen1/SY N1 e aOpens/SY N, ¢ SY N, JACK S, ¢ SYNy/ACKS; ¢ ACKSy/—2 e Close1 /FIN, @ FINy; /JACK F5
L] ACKS1/*1 [ ] AOKF1/*1 L] ClOSGz/FINQ [ ] FIN1/ACKF1 [ ] ACKFQ/*Q,

aOpen1/SY N, e aOpeny/SY N, ¢ SY N, /ACK S, ¢ SYN2/ACK S, ¢ ACKS3/—2 e Close1 /FIN, @ FINy /ACK F,
o ACKS,/—1 & Closes/FINy o ACKF,/—1 o FIN;/ACKF; o ACKF;/—,

aOpen1/SY N, e aOpeny /SY N> ¢ SYN, JACK S, ¢ SYNy/ACK S, ¢ ACKS3/—2 e Close1 /FIN, @ FINy /JACKF,
o CZOSEQ/FINQ [ ] ACKSl/fl [ ] ACKF1/71 [ ] FIN1/ACKF1 L] ACKFQ/*Q,

aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ Close1/FIN,: ¢ ACKS1/—1 ¢ ACKS>/—2
L] FINQ/ACKFQ [ ] ACKFl/fl [ ] ClOSCQ/FINQ [ FINl/ACKFl [ ] ACKFQ/*Q,

aOpenl/SYN1 [ ] aOpeng/SYNg [ ] SYNQ/ACKSQ [ ] SYNl/ACKSl [ ClOS€1/FIN1 [ ACKSl/—1 [ ] ACKSQ/—Q
e FIN;/ACKF; o Closes/FIN; @ ACKF,/—, @ FIN;/ACKF, @ ACKF;/—s,

aOpen1/SY N1 @ aOpenz/SY N> @ SY N2 JACK S ¢ SYN1/ACKS: @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
o FIN:/ACKF; ¢ ACKF,/—1 o Closes/FIN, o FIN,JACKF, o ACKFy/—s,

aOpeni1/SY N1 @ aOpenz/SY N> @ SY N2 JACK S, ¢ SYN1/ACKS: @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, o FIN;/JACKF; ¢ ACKFy/—s,

aOpeni/SY N1 @ aOpenz/SY N2 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ Close1 /FIN, ¢ ACKS2/—2 ¢ FINy JACKF5
L] ACKSl/—l L] ACKFl/—l L] CZOSGQ/FINQ [ ] FIN1/ACKF1 ° A(jff.Fg/—z7

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 /ACKS; ¢ SYN1/ACKS1 @ Close1 /FIN, ¢ ACKSy/—2 ¢ FINy JACKF5
L] ACKSl/—l L] CZOSGQ/FINQ [ ] ACKFl/—l [ ] FINl/ACKFl ° ACKF2/—27

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY N2 /ACKS; ¢ SYN1/ACKS: @ Close1 /FIN, ¢ ACKS2/—2 ¢ FINy JACKF;
[ ] ClOS@g/F[NQ [ ] ACKSl/—l [ ] ACKFl/—l [ ] FINl/ACKFl [ ] AOKFQ/—27

aOpen1/SY N1 @ aOpenz/SY N2 @ SY N2 JACK S, ¢ SYN1JACKS: ¢ ACKS2/—2 e Close1 /FIN, ¢« ACKS1/—1
[ ] F[NQ/ACKFQ [ ) ACKFl/—l [ ) ClOSGQ/FINQ [ ] F]Nl/AOKFl ] 1‘16’[(}“—12/—27

aOpeni1/SY N1 @ aOpenz/SY N2 @ SY Ny JACK S, ¢ SYN1JACKS: ¢ ACKS2/—2 e Close1 /FIN; ¢« ACKS1/—1
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, ® FIN;/ACKF) ¢ ACKF;/—s,

aOpen1/SY N1 @ aOpena/SY N2 @ SY N2 /ACKS; ¢ SYN1/ACKS: ¢ ACKS>/—2 e Close1 /FIN, ¢ FINy /ACK F5
[ ] ACKS1/—1 [ ] ACKF1/—1 [ ] ClOS@Q/F[NQ [ ) FINl/ACKF1 [ ) ACKFQ/—Q,

aOpen1/SY N1 e aOpens/SY N, ¢ SY N2 /ACK S, ¢ SYN, /JACK S, ¢ ACKS3/—2 e Close1 /FIN, @ FIN; /ACK F»
e ACKS1/—1 o Closea/ FIN, @« ACKF1/—1 ¢ FIN1/ACKF, ¢ ACKF>/—,

aOpenl/SYNl .aOp@nz/SYNQ.SYNQ/ACKSQOSYNl/ACKsl OAC’KSQ/—QoClosel/F[NloFINz/ACKFQ
[ ] ClOSSQ/FINQ [ ) ACKSl/—l (] ACKFl/—l [ ] FIN1/ACKF1 [ ] ACKFQ/—Q,

llOpenz/SYNz [ ] aop€n1/SYN1 [ ] SYN1/ACK51 [ ] C’losel/FINl [ ] SYNQ/ACKSQ [ ] ACKS1/—1 [ ] ACKS2/_2
L] FINQ/ACKFQ [ ] ACKFl/—l [ ] ClOS€Q/FIN2 L] FINl/ACKFl [} 146’1"(1*—‘2/—27

aOpeny/SY N2 @ aOpen, /SY N, ¢ SY N, /ACK S, e Close;/FIN, ¢ SYN3;/ACKS; ¢ ACKS,/—1 @ ACKS>/—>
o FIN,/ACKF; o Closes/FINy o ACKF,/—y  FIN;/ACKF; o ACKF,/—»,

aOpeny/SY N2 e aOpen, /SY N, ¢ SY N, /ACK S, e Close;/FIN, ¢ SYN;/ACKS; ¢ ACKSs/—2 @ ACKS1/—1
L] FINQ/ACKFQ [ ] ACKFl/fl [ ] ClOSGQ/FINQ L] FINl/ACKFl [ ] ACKFQ/*Q,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N1 /ACKS; e Close1 /FIN, @ SYN2, /JACKS> ¢ ACKS>/—2 ¢ ACKS1/—1
o FIN,/ACKF, o Closes/FINy o ACKF,/—y  FIN;/ACKF; o ACKFy/—»,

aOpenz /SY N> @ aOpen1/SY N1 @ SY N1 /ACK S, e Close1 /FIN, ¢ SYN3;/JACKS> ¢ ACKS>/—2 ¢ FIN,JACKF>
o ACKS,/—1 ¢ ACKFy/—1 o Closes/FINy o FIN;/ACKF; o ACKFy/—,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N1 /ACK S, e Close1 /FIN, ¢ SYN3;/JACKS> ¢ ACKS2/—2 ¢ FIN, JACKF»
L] ACKSl/—l L] CZOSGQ/F]NQ [ ] ACKFl/—1 [ ] FIN1/ACKF1 ° ACKFQ/—Q,

aOpenz /SY N2 @ aOpen,/SY N1 @ SYN1/ACK S, e Close1 /FIN, ¢ SYN3;/JACKS; ¢ ACKS>/—2 ¢ FIN; JACKF»
L] 010862/FIN2 [ ] ACKSl/—l [ ] ACKFl/—l [ ] F.IN1/ACKF1 ° ACKFQ/—27

aOpenz /SY N2 @ aOpen,/SY N1 ¢ SYN1/ACK S, ¢ SYN2/ACKS> @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
o FIN;/ACKF; ¢ ACKF,/—1 o Closes/FIN, o FIN,JACKF, o ACKFy/—s,
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aOpena /SY N2 @ aOpen1/SY N1 @ SYN1/ACKS, ¢ SYN2/ACKS; @ Close1/FIN, ¢ ACKS1/—1 0 ACKS2/—2
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, ® FIN;/ACKF, ¢ ACKF;/—s,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYN>/JACK S @ Close1 /FIN: ¢ ACKS>/—2 ¢ ACKS1/—1
L] FINQ/ACKFQ [ ] ACKFl/fl [ ] ClOSCQ/FINg [ F[Nl/ACKF1 [ ] ACKFQ/*Q,

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN1 /ACK S, ¢ SYNy/JACK Sy @ Close1 /FIN: ¢ ACKS>/—2 ¢ ACKS1/—1
o FINy/ACKF; o Closes/FIN; ¢ ACKFy/—1 ¢ FIN;JACKF, ¢ ACKF,/—,

aOpenz /SY N2 @ aOpen,/SY N1 @ SYN1/ACK S, ¢ SYN>/ACKS> @ Close1 /FIN, ¢ ACKS2/—2 @ FINy /ACKF»
L] ACKS1/—1 L] ACKF1/—1 L] CZOSGQ/FINQ (] F.IN1/ACKF1 ° ACKFQ/—Q,

aOpenz/SYNg [ ] aOpenl/SYNl L] SYNl/ACKsl L] SYNQ/ACKSQ ° ClOS@l/FINl ° ACKSQ/—Q L] F]NQ/ACKFQ
e ACKS1/—1 o Closea/ FIN, @« ACKF1/—1 ¢ FIN1/ACKF, ¢« ACKF>/—,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYN2/ACK S @ Close1 /FIN, ¢ ACKS>/—2 ¢ FINy JACKF»
L] CZOSGQ/FINQ [ ] ACKSl/—l [ ] ACKFl/—l [ ] FIN1/ACKF1 ° ACKFQ/—27

aOpeny/SY N2 @ aOpen, /SY N, ¢ SY N, /ACK S, ¢ SYN2/ACKS; ¢ ACKS3/—2 e Close1 /FIN, @« ACK S:/—1
L] FINQ/ACKFQ [ ] ACKFl/fl [ ] ClOS@Q/FINQ L] FINl/ACKFl [ ] 146’1:(1*—‘2/*27

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYNyJACK Sy ¢ ACKS2/—2 e Close1 /FIN, ¢« ACKS1/—1
o F[NQ/ACKFQ ° ClOSGQ/FINQ [ ] ACKFl/—l [ F]Nl/ACKFl ] ACKFQ/_27

aOpeny/SY N2 @ aOpen, /SY N, ¢ SYN, /ACK S, ¢ SYNy/ACKS> ¢ ACKSy/—2 e Close1 /FIN, @« FINy /JACK F,
o ACKS,/—1 ¢ ACKF,/—1 o Closes/FINs o FIN;/ACKF; o ACKFy/—,

aOpena /SY N2 @ aOpen1/SY N1 @ SYN,1/ACKS, ¢ SYN3/ACK Sy ¢ ACKS>/—2 e Close1 /FIN, ¢ FINy /ACK F5
e ACKS,/—1 ® Closes/FIN; ¢ ACKF,/—1 @ FIN;/JACKF, ¢ ACKF>/—3,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYN1/ACK S, ¢ SYN>/ACKS> ¢ ACKS>/—2 @ Close1 /FIN, ¢ FIN, /ACK F>
o CZOSEQ/FINQ [ ] ACKSl/fl [ ] ACKF1/71 [ ] FIN1/ACKF1 L] ACKFQ/*Q,

aOpenz /SY N2 @ aOpen1/SY N1 @ SYNyJACKS; ¢ SYN1/ACKS1 @ Close1/FIN, @ ACKS1/—1 0 ACKS2/—2
L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] Cl05€2/F1N2 ° FINl/ACKFl [} 146’[(1'72/—27

aOpenz /SY N2 @ aOpen, /SY N1 @ SY N2 JACKS; ¢ SYN1/ACKS1 @ Close1/FIN, ¢ ACKS1/—1 ¢ ACKS2/—2
o FINy/ACKF; o Closes/FINy o ACKF,/—y  FIN;/ACKF; o ACKFy/—»,

aOpeny/SY N2 e aOpen, /SY N1 ¢ SY N, JACK S> ¢ SYN,/ACK S, e Close1 /FIN, @ ACKSs/—2 @« ACKS1/—1
L] FINQ/ACKFQ [ ] ACKFl/—l [ ] CZOSGQ/FINQ o FINl/ACKFl [ ] 146’[(1’7‘2/—27

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACK S, ¢ SYN1/ACKS: @ Close1 /FIN: ¢ ACKS2/—2 ¢ ACKS1/—1
o FIN,/ACKF; o Closes/FIN; ¢ ACKF;/—, » FIN;JACKF; ¢ ACKFs/—s,

aOpeng/SYNg oaOpenl/SYNl [ SYNQ/ACKSQ [ ] SYNl/ACKSl [ OlOSel/FINl .ACKSQ/—z [ ] FIN2/ACKF2
L] ACKS1/—1 L] ACKF1/—1 [ ] ClOSeQ/FINQ [ ] FIN1/ACKF1 L] ACKFQ/—Q,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACKS; ¢ SYN1/ACKS1 @ Close1 /FIN, ¢ ACKS>/—2 ¢ FINy JACKF5
L] ACKSl/—l L] CZOSGQ/FINQ [ ] ACKFl/—l [ ] FINl/ACKFl ° ACKF2/—27

aOpeny/SY N2 @ aOpen, /SY N, ¢ SY N, /ACK S, ¢ SYN,/ACK S, e Close1/FIN, ¢ ACKS>/—2 @ FINy /JACK F,
o Closes/FIN,  ACKSy/—1 @ ACKF,/—1 o FIN;/ACKF; o ACKFy/—,

aOpenz /SY Ny @ aOpen1/SY N1 @ SYN2/JACKS; ¢ SYN1JACKS: ¢ ACKS2/—2 e Close1 /FIN, ¢« ACKS1/—1
[ ] F[NQ/ACKFQ [ ) ACKFl/—l [ ) Cl0562/F1N2 o F]Nl/ACKFl [ ACKFQ/_27

aOpenz/SYNg [ ] aOpen1/SYN1 [ ] SYNQ/ACKSQ L SYN1/ACKS1 o ACKS2/—2 (] Closel/FINl L] ACKSl/—1
e FINy/ACKF; o Closea/FIN2 ¢ ACKF,/—1  FIN;/ACKF, ¢ ACKF,/—3,

aOpenz /SY N2 @ aOpen1/SY N1 @ SY N2 /ACKS; ¢ SYN1/ACKS: ¢ ACKS>/—2 e Close1 /FIN, ¢ FINy JACK F5
[ ] ACKS1/—1 o ACKF1/—1 [ ] ClOS@Q/F[NQ [ ) FINl/ACKF1 [ ) ACKFQ/—Q,

aOpeng/SYNg [ ] aOpenl/SYNl [ ] SYNQ/ACKSQ [ ] SYNl/ACKsl L] ACKSQ/—Q [ ] Closel/FINl L FINQ/ACKFQ
L] ACKS1/—1 L] CZOSGQ/F]NQ [ ] ACKFl/—1 [ ] FIN1/ACKF1 ° ACKFQ/—Q,

aOpeny /SY Ny @ aOpen1/SY N1 @ SY Ny /JACKS; ¢ SYN1/ACKS, ¢ ACKS>/—2 e Close1 /FIN, ¢ FINy /ACK F5
o CZOSGQ/F[NQ [ ] ACKS1/—1 [ ] ACKFl/—l [ ] FINl/ACKF1 [ ] ACKFQ/—Q

}

ATS/REdSimplcTCP,G H ATSRedSimpleTCP,1 = {
aOpeni/SY N1 @ SYN2/SYN_ACK S, ¢ SYN_ACKS:1/ACKS: e Close1/FIN; e Closea/FIN, ¢ FIN: JACK Fy
L ACKSQ/—Q L F[NQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

LlOp@’I’L1/SYN1 [ ] SYNQ/SYN,ACKSQ L] SYN,ACKSl/ACKsl L Closel/FINl L] Cl08€2/F]N2 L] FINl/ACKF1
e ACKSy/—2 @ FIN;JACKF, ¢ ACKFy/—» ¢ ACKF,/—1,

aOpeni/SY N, @ SYNy/SYN_ACKS; ¢ SYN_ACKS:1/ACKS: e Close1 /FIN; e Closea/ FIN, « ACKSy/—2
[ ] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY Ny @ SY N, /SYN_ACKS,  SYN_ACKS; /ACKS, e Close1 /FIN; o Closes/FIN; « ACKSs/—»
e FIN;/ACKF, ¢ FIN;/ACKF, ¢ ACKF,/—3 ¢ ACKFy/—1,
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aOpeni/SY N1 @ SYN2/SYN_ACKS; ¢ SYN_ACKS:1/ACKS: e Close1 /FIN; e Closea/ FIN, ¢ ACKSy/—2
L] F[NQ/ACKFQ o FIN1/ACKF1 o ACKFl/—l ° ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> ¢ SYN_ACKS:1/ACKS; e Close1 /FIN; e Closea/ FIN, @ ACKS>/—»
o FINy/ACKF; o FIN:JACKF, « ACKFs/—2 ¢ ACKF,/—1,

aOpeni/SY N1 @ SYN2/SYN_ACK S, ¢ SYN_ACKS:1/ACKS: e Closea/ FIN, e Close1 /FIN, ¢ FIN: JACK Fy
[ ] ACKSQ/—Q L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> ¢ SYN_ACKS:1/ACKS: e Closea/ FINy e Close1 /FIN, ¢ FIN: JACK Fy
e ACKS,/—2  FINsJACKF; o ACKFy/— ¢ ACKF,/—1,

aOpeni/SY N, @ SYNy/SYN_ACK S, ¢ SYN_ACKS:1/ACKS: e Closea/FIN; o Close1 /FIN, ¢ ACKSy/—2
[ ] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> ¢ SYN_ACKS:1/ACKS; e Closea/ FIN; e Close1 /FIN, @ ACKS>/—»
o FIN,/ACKF, o FIN:/ACKF; o ACKFs/—2 ¢ ACKF,/—1,

aOpeni/SY N, @ SYNy/SYN_ACK S, ¢ SYN_ACKS:1/ACKS: e Closea/ FIN; o Close1 /FIN, ¢ ACKSy/—2
[ ] F[NQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> ¢ SYN_ACKS:1/ACKS; e Closea/ FINy e Close1 /FIN: @ ACKS>/—2
o FIN,/ACKF; o FIN,/JACKF, « ACKFy/—» ¢ ACKF;/—1,

aOpeni/SY N, @ SYN2/SYN_ACK S, ¢ SYN_ACKS:1/ACKS: e Closea/FIN; ¢ ACK Sy /—2 @ Close1 /FINy
[ ] F[Nl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> ¢ SYN_ACKS:1/ACKS: e Closea/ FIN; ¢ ACKS>/—2 @ Close1 /FIN,
o FIN;/ACKF; o FIN;JACKFy o ACKFy/—» ¢ ACKF;/—1,

aOpeni/SY N, @ SYNy/SYN_ACK S, ¢ SYN_ACKS:1/ACKS: e Closea/FIN; ¢ ACK Sy/—2 @ Close1 /FIN,
[ ] F[NQ/ACKFQ [ ] FINl/ACKF1 [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> ¢ SYN_ACKS:1/ACKS: e Closea/ FIN; ¢ ACKS>/—2 @ Close1 /FIN,
o FIN,/ACKF; o FIN,/JACKF, » ACKFy/—» ¢ ACKF;/—1,

aOpen1/SY N1 @ SY N2 /SYN_ACKS> @ Closes/ FIN> ¢ SYN_ACK S, /ACKS; e Close1 /FIN, @ FIN: /ACK Fy
[ ] ACKSQ/—Q L] F[NQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni /SY Ny @ SY N5 /SYN_ACK Sy » Closes/FIN, « SYN_ACKS, /ACKS, o Close; /FIN, @ FIN; /ACKF,
e ACKSy/—2 @ FIN;JACKF, ¢ ACKFy/—» ¢ ACKF,/—1,

aOpen1/SY N1 @ SY N2 /SYN_ACKS> @ Closea/ FIN> ¢ SYN_ACKS:1/ACKS: @ Close1 /FIN, ¢ ACKS>/—>
[ ] FINl/ACKFl [ ] FINQ/ACKFQ [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 ¢ SYN2/SYN_ACKS> e Closea/ FIN, « SYN_ACKS,1/ACKS, o Close1 /FIN, ¢ ACKS>/—2
o FIN;/ACKF; o FIN;JACKFy o ACKFy/—» ¢ ACKF;/—1,

aOpeny/SY N1 @ SY N2 /SYN_ACKS> @ Closea/ FIN> ¢ SYN_ACKS1/ACKS: @ Close1 /FIN, ¢ ACKS>/—»
L] FINQ/ACKFQ [ ] FIN1/ACKF1 [ ] AOKFl/—l L] AOKFQ/—Q,

aOpeni/SY N1 @ SYN2/SYN_ACKS> e Closea/FIN, « SYN_ACKS,1/ACKS, e Close1 /FIN, ¢ ACKS>/—2
o FIN,/ACKF; o FIN,/ACKF, » ACKFy/—» ¢ ACKF;/—1,

aOpen1/SY N, ¢ SYNy/SYN_ACKS> @ Closes /FIN, ¢ SYN_ACKS,/ACKS, ¢ ACKS3/—2 e Close1 /FIN;
L] FINl/ACKFl [ ] FINQ/ACKFQ L] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni/SY N1 @ SYN>/SYN_ACKS> e Closea/FIN, @« SYN_ACKS,1/ACKS, ¢ ACKS>/—2 @ Close1/FIN,
o FIN;/ACKF; o FIN;JACKFy o ACKFy/—» ¢ ACKF;/—1,

aOpen1/SY N, ¢ SYNy/SYN_ACKS> @ Closes /FIN, ¢ SYN_ACKS,/ACKS, ¢ ACKS3/—2 e Close1 /FIN;
L] FINQ/ACKFQ [ ] FINl/ACKFl [ ] ACKFl/—l [ ] ACKFQ/—Q,

aOpeni1/SY N1 @ SYN2/SYN_ACKS> e Closea/FIN, ¢ SYN_ACKS,1/ACKS, ¢ ACKS>/—2 @ Close1/FIN,
o FIN,/JACKF; o FIN,JACKF, « ACKFy/—» ¢ ACKF;/—

}

’
ATSRedSimpleTCP,7 H ATSRedSimpleTCP,5 = {

aOpen1/SY N, ¢ SYNy,/SYN_ACKS> ¢ SYN_ACKS,/ACKS, @ Close1 /FIN, e ACKS;/—2 ¢ FIN,/ACKF5
e ACKFi/—1 & Closes/FIN:  FIN, JACKF,  ACKFy/—s,

aOpenl/SYNl [ ] SYNQ/SYN,ACKSQ L] SYN,ACKSl/ACKSl L] Closel/FINl L] ACKSQ/—Q [ ] F]NQ/ACKFQ
e Closes/FIN; @« ACKF;/—1  FIN,JACKF, @ ACKF,/—s,

aOpeni /SY Ny  SY Ny /SYN_ACKS;  SYN_ACKS, /ACKS, @ ACK S/ —2 e Closei/FIN, @ FIN; JACK F,
o ACKF1/71 L] CZOSEQ/FINQ [ ] FINl/ACKFl ° ACKFQ/*Q,

aOpen, /SY N1 @ SY N5 /SYN_ACK S,  SYN_ACKS, /ACKS, ¢ ACKS;/—5 e Close; /FIN, @ FIN;/ACKFy
e Closes/FIN; @ ACKFy/—1 @ FIN;/JACKF, ¢ ACKF,/—»
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ATS/RedSimpleTCP,S || ATSRedSimpleTCP,2 = {
aOpenl/SYNl [ ] SYNQ/SYN,ACKSz [ ] SYN,ACKSl/AOKsl [ ] ClOS@g/FINQ [ FINl/ACKFl [ Closel/FINl
L] ACKSQ/—Q L] ACKFQ/—Q L] FINQ/ACKFQ [ ] ACKFl/—l,

aOpeni/SY N1 @ SYN,/SYN_ACKS;  SYN_ACKS: /ACKS, & Closes/ FIN, @ FIN; JACKF, ¢ ACKS,/—»
e Close1 /FIN;, @ ACKF,/—>  FIN,JACKF; o ACKFy/—1,

aOpen1 /SY N1 @ SY N3 /SY N_ACKS> @ SYN_ACKS,/ACKS, e Closes/FIN> @ FIN, JACKF, « ACKS5/—2
L] ACKFQ/—Q L] 010861/FIN1 [ ] FINQ/ACKFQ ° ACKFl/—l,

aOpeni/SY N1 @ SYN2/SYN_ACKS> ¢ SYN_ACKS:1/ACKS; e Closes/ FIN, ¢ ACKSy/—2 ¢ FIN: JACK Fy
L] Closel/FINl [ ] ACKFQ/—Q [ ] FINQ/ACKFQ ° ACKFl/—1,

aOpen1/SY N1 @ SYN2/SYN_ACKS> ¢ SYN_ACKS:1/ACKS; e Closea/ FIN, ¢ ACKSy/—2 ¢ FIN: JACK Fy
o ACKFQ/—Q o ClOS€1/F[N1 ] FINQ/ACKFQ ° ACKFl/—l,

aOpeny/SY N1 @ SY N2 /SYN_ACKS> @ Closea/ FIN, ¢ SYN_ACK S, /ACKS: @ FIN:/ACKF; e Close1 /FIN;
L] ACKSQ/—Q L] ACKFQ/—Q L] F[NQ/ACKFQ [ ] ACKFl/—l,

aOpen1/SY N1 ¢ SYNy/SYN_ACKS> @ Closes /FIN, ¢ SYN_ACKS,/ACKS, ¢ FIN,/ACKF, @« ACKS>/—>
o Closel/FINl [ ] ACKFQ/*Q [ ] FINQ/ACKFQ [ ] ACKFl/fl,

aOpeni/SY N1 @ SYN>/SYN_ACKS> e Closes/FIN, « SYN_ACKS1/ACKS, ¢ FIN: JACKF; ¢ ACKS>/—»
e ACKFs/—2 & Close1/FIN; ® FIN2JACKF; ¢ ACKF,/—1,

aOpeny /SY Ny  SY Ny /SY N_ACK S; e Closea/FINy @ SYN_ACKS, JACKS, @ ACKSy/—2  FIN, JACKF,
L] Closel/FINl [ ] ACKFZ/—Q [ ] F.INQ/ACKFQ ° ACKFl/—1,

aOpeni/SY N1 @ SYN2/SYN_ACKS> @ Closea/FIN, « SYN_ACKS1/ACKS, ¢ ACKSy/—2 e FIN: /ACKFy
[ ] ACKFQ/—Q [ ] Closel/FINl [ ] FINQ/ACKFQ [ ACKFl/—l

}

Step 2.7: Based on ATS;, ATSg, and ATS; 2, check whether N; and Ny meet the composition criteria C'Cy
and CCy, i.e., whether for each test case ATS; (ATS2), there is a matching test case of Ny (N7). Yes: Continue
with Step 2.8; No: Stop.

Unspecified reception: False

Deadlocks: False

Step 2.8: For each test case in ATS; o: Merge adjacent test case elements in case where (1) the internal
output of the first matches the internal input of the second, and (2) the output is the only signal in the queue
after being sent. Replace internal inputs and outputs by “-”, and remove test case elements “-/-”. (Remaining
- are made anonymous (common index 0) in order to remove duplicates resulting from the merge.)

! !’
- ATSRedSimpleTCP,RedSimpleTCP = {ATSRedSimpleTCP,l || ATSRedSimpleTCP,65 ATSRedSimpleTC P2 || ATSRedSimpleTCP,8,
’ ’ ’
ATSRedSimpleTCP,3 H ATSRedSimpleTCP,7, ATS RedSimpleTC P,4 H ATSRedSimpleTC P,6; ATS RedSimpleTCP,5 H ATSRedSimpleTCP,8,

’ ’ ’
ATSRedSimpleTCP,6 H ATSRedSimpleTCP,1, ATS RedSimpleTCP,7 H ATSRedSimpleTCP,55 ATS RedSimpleTCP,8 H ATSRedSimpleTCP,Z}
with:

!
ATS RedSimpleTCP,1 H ATS RedSimpleTCP6 = |

aOpeni/—o ® aOpena/—o ® Close1/—¢ @ Closes/—o,
aOpeni/—o ® aOpena/—o ® Closea/—q @ Closei/—o,
aOpena/—o ® aOpeny/—o ® Close1/—¢ @ Closes/—o,
aOpens/—o ® aOpeny/—o ® Closea/—q @ Close1/—o

}

’
ATS RedSimpleTCP,2 H ATSRedSimpleTCP,8 = {

aOpeni/—o ® aOpena/—o ® Close1/—¢ @ Closea/—o,
aOpens/—o ® aOpeny/—o ® Close1/—q @ Closes/—¢

}

:
ATSRedSimpleTCP,3 H ATSRedSimpleTCP,7 = {
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aOpeni/—o ® aOpenz/—o ® Closez/—o
aOpenz/—o ® aOpeni/—o @ Closea/—o

’
ATSRedSimpleTCP,4 H ATSRedSimpleTCP,6 =

aOpeni/—o ® aOpenaz/—o ® Closei/—o
aOpeni/—o ® aOpena/—o ® Closea/—o
aOpena/—o ® aOpeni/—o ® Closei/—o
aOpenz/—o ® aOpeni/—o @ Closez/—o

}

’
ATSRedSimpleTCP,5 H ATSRedSimpleTCP,8 = {

aOpeni/—o ® aOpenz/—o @ Closei/—o
aOpenz/—o ® aOpeni/—o @ Closei/—o

}

’
ATSRedSimpleTCP,6 H ATSRedSimpleTCP1 = {

aOpeni/—o ® Closei1/—o ® Closez/—o,
aOpeni/—q e Closez/—q ® Closer/—o

}

/
ATSRedSimpleTCP,7 || ATSRedSimpleTCP,5 = {

aOpeni/—q e Close1/—q o Closea/—q
}

/
ATSRedSimpleTCP,8 || ATSRedSimpleTCP2 = {

aOpeni/—o e Closez/—q ® Closer/—o

Step 2.9: Execute the test.

e Closer/—o,
e Closer/—o

e Closez/—o,
e Closer/—o,
e Closea/—o,

e Closer/—o

e Closea/—o,
e Closea/—o
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